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ABSTRACT

A PROTOTYPE FOR ASSESSMENT OF INFORMATION SECURITY
AWARENESS AND IMPLEMENTATION LEVEL

KOCAMUSTAFAOGULLARI, Meltem
M.Sc, Department of Information Technology
Supervisor: Prof.Dr. Taner ALTUNOK

June 2013, 135 pages

Information is one of the most valuable assets for any organization and it should
always be appropriately protected. Information security is the protection of
information against threats to ensure the business continuity. Relying only on the
technology is not sufficient and the human factor is the weakest cycle which needs
to be strengthened for effective and sustainable information security management.
Information security is not only related with technology but it is rather harmonization
of people processes and technology. Organizations have the tendency to take
action after security incident occurs instead of proactively. There is lack of
awareness concerning the information security concepts and its necessity.
Awareness and understanding at management level is utmost important to establish

and maintain security culture in the organization.

Organizations should be aware of information security aspects, understand their
own security requirements and implement countermeasures accordingly. There are
good practices and internationally accepted security standards such as ISO/IEC
27001 and ISO/IEC 27002 that can be taken as reference point and guidance.
Organizations should establish and implement, sustain and improve information
security management taking into account the proven good practices tailored for their

own requirements.



In this thesis it has been aimed;

i. To provide a prototype model and tool for self assessment of information
security awareness and implementation level of organizations,

ii. To provide a tool to utilize as reference point for organization in building
own security requirements and objectives as well as monitoring own
overall progress,

ii. To facilitate a self explanatory web-based tool addressing wide range of
users without the need for prior training or in-depth technical knowledge
on information security based on ISO/IEC 27001 and ISO/IEC 27002
international security standards and covering essential and common
practice security topics,

iv. To provide comparable values with other organizations who have similar
information security requirements,

v. To prepare tool in Turkish for contributing to improvement of information

security awareness and implementation among organizations.

The model is designed in eight sections for assessment of; IS Corporate Approach,
Information Assets Security, Human Resources Security, Physical and
Environmental Security, Communications and Information Systems Operations,
Information Systems Access Control, Development and Maintenance Management,
IS Incident Management and Business Continuity, IS Compliance and Monitoring
Management. The tool is implemented in line with the designed model and tested by
experts having solid professional background on information security as well as
selective users in Turkey from various sectors such as finance, public authorities,
consulting companies and education. The feedback and results verified that the
objectives of the thesis are achieved and the tool can serve to improve information
security awareness and implementation level of the target users with its web based,
self explanatory and user friendly tool environment.

Keywords: Information Security, Information Security Management Assessment,
Information Security Awareness Level, ISO/IEC 27001, Information Security
Implementation Level, Information Security Management Benchmark, Prototype
Model for Information Security Management Assessment, Prototype Tool for
Information Security Management Assessment.



Oz

BILGI GUVENLIGI FARKINDALIGI VE UYGULAMA SEVIYESI
DEGERLENDIRMEK iCIiN BiLGI GUVENLIGI PROTOTIP UYGULAMASI

KOCAMUSTAFAOGULLARI, Meltem
YUksek Lisans, Bilgi Teknolojileri Anabilim Dali
Tez Yoneticisi: Prof.Dr. Taner ALTUNOK

Haziran 2013, 135 sayfa

Bir organizasyon icin bilgi en kiymetli varliklarindan biridir ve uygun sekilde
korunmalidir. Bilgi glvenlidi, is sUrekliliginin saglanabilmesi igin bilginin tehtitlere
karsi korunmasidir. Bu amagla, yalniz teknolojiye glivenmek yeterli degildir ¢lnku
insan faktoru bilgi givenligindeki en zayif halkadir. Bilgi givenligi yonetiminin verimli
olmasi ve surekliliginin saglanmasi i¢in insan faktdérindn bilinglendiriimesi énemlidir.
Bilgi glvenligi yalniz teknolojiyle ilintili olmayip, insan, siire¢ ve teknolojinin birlikte
entegre ve uyumu ile gergeklestirilebilir. Organizasyonlar genelde dncesinden dnlem
almak yerine, bilgi glvenligi olay! bagsgdsterdiginde harekete gegme egilimindedirler.
Bilgi guvenligi hususlari ve gerekliliginde farkindahgin arttiriimasina ihtiyag vardir.
Ozellikle, ydnetim seviyesindeki kisilerin farkindalik ve anlayisi, kurum bilgi giivenligi
kaltard  olusturulmasi  agisindan 6nemlidir.  Organizasyonlar bilgi  glvenligi
hususlarinda bilinglenmeli, kendi guvenlik ihtiyaclarini belirlemeli ve buna goére
gerekli 6nlemlerini almalidirlar. Bu amagla gelistiriimis ve uluslararasi kabul gérmus
ISO/IEC 27001 ve ISO/IEC 27002 gibi standartlar mevcuttur. Organizasyonlar bu
standartlar referans noktasi ve rehber olarak alabilir ve kendi ihtiyaclarina uygun
olarak, bilgi glvenligi y6netimi sistematigi olusturarak, sdrddrebilir ve gerekli

iyilestirmeleri yapabilirler.
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Bu tez calismasinda amaglanan;

i. Organizasyonlarin bilgi guvenligi farkindalik ve uygulama seviyelerine
yonelik kendi 6z degerlendirilmelerini yapabilmeleri i¢in prototip bir model
ve arag saglamak,

ii. Organizasyonlarin kendi bilgi guvenligi gereksinim ve amaglarini
belirlerken ve gelismelerini izlerken referans noktasi olarak
kullanabilecekleri bir ara¢ saglamak,

ii. Oncesinde egitim veya detay teknik bilgi gerektirmeden genis bir
kullanici kesimine hitap edebilmek, ISO/IEC 27001 and ISO/IEC 27002
bilgi glvenligi standartlarini temel alan, temel bilgi gtvenligi hususlarini
kapsayan, kolay kullanimli web tabanli bir ara¢ saglamak,

iv. Benzeri bilgi guvenligi ihtiyaglari olan diger kurumlar ile karsilastirma
yapabilecek sekilde degerler sunmak,

v. Bilgi guavenligi farkindallk ve uygulamalarin iyilestiriimesine katki
saglayabilmek icin Turkge bir ara¢ hazirlamak.

Model sekiz bélimde degerlendirme yapilabilecek sekilde tasarlanmig olup bélimler
sunlardir; Bilgi Giivenligi Kurumsal Yaklagim, Bilgi Kaynaklari Giivenligi, insan
Kaynaklari Guivenligi, Fiziksel ve Cevresel Givenlik, iletisim ve Bilgi Sistemleri
isletimi, Bilgi Sistemleri Erigsim Kontroll, Gelistrme ve Bakim Ydnetimi, Bilgi
Glvenligi Olay Yonetimi ve is Sarekliligi, Bilgi Giivenligi Uyumluluk ve izleme
Ydnetimi. Bu modele uygun sekilde gelistiriimis olan arag, bilgi gtivenligi konularinda
kayda deger ve sektdrel tecriibeleri olan uzmanlar ve finans, kamu, danismanlik ve
egitim sektdrlerinden seckin kullanicilar tarafindan test edilmistir. Geri bildirim ve
sonuglar gdéstermektedir ki; tezin amagclarina ulasiimis ve bu arag, hedef kullanici
kitlesinin farkindallk ve uygulama seviyesine katkida bulunabilecek ve ihtiyag
olunan; web tabanl, acik ve anlasilir, kolay kullanimli bir ortam sunmaktadir.

Anahtar Kelimeler: Bilgi Glvenligi, Bilgi Guvenligi Yoénetimi Degerlendirme, Bilgi
Gavenligi Farkindalik Seviyesi, ISO/IEC 27001, Bilgi Glvenligi Uygulama Seviyesi,
Bilgi Glvenligi Yénetimi Karsilastirma, Bilgi Glvenligi Y6énetimi Degerlendiriimesi
icin Prototip Model, Bilgi Guvenligi Yénetimi Degerlendirilmesi igin Prototip Arag.
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CHAPTER |

INTRODUCTION

Information is one of the most valuable assets for any organization. As work
environment becomes more dependent on the information communication
technology (ICT) infrastructure and evolving web based technologies, the security of

information asset becomes more and more important.

According to ISO/IEC 17799:2005(E) international standard, information can exist in
many forms such as; on paper or in electronic environment, can be presented in
slide or film or can be transferred by electronic media. Whatever the form
information takes or in what format it is shared or stored, it is evident that
information should always be appropriately protected. Information security is the
protection of information from a wide range of threats, in order to ensure business

continuity and minimize business risk and maximize the business benefits. [1]

No matter the size or type, any organization should first become aware and realize
the need for information security and understand that it should be managed similar
the other organizational processes. After identifying their own security requirements,
organization should plan and execute a practical roadmap to systematically
implement and maintain the security of their information assets. Good practices and
standards have been developed, in order to guide the organizations in how to
establish and manage their information security.

While the availability and accessibility of the information is crucial, at the same time
the confidentiality and privacy of the data is highly important. The loss or leakage of
information should be taken care of preventively and systematically. When
information security is concerned, relying only on the utilization of technology itself
may not be sufficient. Building and sustaining a corporate level information security



understanding, culture and advocacy are utmost important. Insider threats (either
willingly or unwillingly) are considerably high in comparison to external threats

mainly due to lack of awareness.

However among any, the initial step is that the organization needs to be aware and
understand what information security is, assess and identify its status and own
security requirements. The management level may not be aware or have correct
understanding and ownership of the concept of information security. The nature of
the organization’s business can require different level of security requirements. For
example; organization hosting personal information subject to data privacy would
require higher level of security then others (i.e. banks, telecommunication
companies, public bodies). Organization needs to appropriately reflect necessary
security measures to organizational strategies and policies as well as integrate with
the business processes. Organization should establish and implement, sustain and

improve information security management tailored for own needs.

International standards and best practices on information security can provide good
basis for the organizations. ISO/IEC 27001:2005 provides a model for all types of
organizations for establishing, implementing, operating, monitoring, reviewing,
maintaining and improving an Information Security Management System (ISMS).
The requirements set out in this standard are intended to be applicable to all
organizations including private enterprises and government agencies. Organizations
can benefit this standard by taking it as reference and tailoring to their own
needs.[2].

Organizations can utilize assessment or guidance methods that are based on the
international information security standards to assess and understand their
awareness and implementation level in information security management. Outcome
of such assessment can be used as basis to build organizational security strategies
and take corrective actions accordingly. Organization can then use ISO/IEC
27001:2005 as roadmap, adopt and implement in compliance with its strategy and
specific requirements.



Organizations have the tendency not to proactively invest in information security
management but to initiate action after a security incident occurs or due to legal and
regulatory compliance requirements. The main reason behind is the lack of
awareness of the information security concepts and its necessity. General miss-
approach is also to think information security is related only with information
technologies and should be left to the technical staff. Even if the technical staff is
aware of its necessity and acts to implement, it is not enough without having the
ownership and understanding at all levels of management as well as organizational

strategy with harmonization of people, processes and technology.

But even if organization is willing, it often may not know where to start. Organization
needs a starting point to first assess its own status and identify its weaknesses
regarding information security management. Options can be; referencing
international standards and best practices, having consulting services to assess the
current status or utilize assessment method or tool. ldentifying own information
security requirements and referencing and adopting ISO/IEC 27001:2005
international standard is one of the best approaches to address the security
challenges. All of these will require financial investment and commitment of human

resources.

A reliable and simple facility that is based on ISO/IEC 27001:2005 would be useful
for organization to make their own assessment without requirement of initial financial
investment or prior training pre-requisite. Also to gain initial understanding of their
weaknesses or overall level and even understand their status in comparison to other
organizations with similar security requirements. Such assessment can even serve

for the purpose of management awareness and ownership.

With the ownership of its management, if organization can make initial self
assessment in order to identify the level of its own information security
implementation, it can set the basis for the next steps. Organization can establish
policy and procedures enabling information security to become as integral part of
corporate business processes.



Organizations need be aware of where they stand with at least basic level of
understanding of their status in terms of their information security requirements and
implementation. Not necessarily to get certification or compliance but to protect their

valuable assets and reputation as well as business continuity.

The objectives of this thesis are;

i. To provide a prototype model and tool for self assessment of information
security awareness and implementation level of organizations.

i. To provide a tool to utilize as reference point for organization in building
own security requirements and objectives as well as monitoring own
overall progress.

ii. To facilitate a self explanatory web-based tool addressing wide range of
users without the need for prior training or in-depth technical knowledge
on information security based on ISO/IEC 27001 and ISO/IEC 27002
international security standards and covering essential and common
practice security topics.

iv.  To provide comparable values with other organizations who have similar
information security requirements

v.  To prepare tool in Turkish for contributing to improvement of information

security awareness and implementation among organizations.

This Thesis is organized as the following;

Chapter 1 provides introductory information including; background and problem
issues on information security and the objective of this thesis.

Chapter 2 includes related research on information security including; its main
concepts, information security related threats and the concept of information security
management system to control and minimize such threats. Widely known best
practices and standards on IS management more specifically focusing on ISO/IEC
27001 and ISO/IEC 27002 and adaptation to these standards. Case reviews on IS
management are given followed by research related to IS awareness and

implementation level assessment.



Chapter 3 provides the purpose and scope of IS awareness and implementation
level assessment followed by main assumptions and dependencies identified,
modeling approach and steps to the modeling based on security standards and
expert consultation in establishment of the benchmarking aspect of the model.

Chapter 4 covers the key factors to the model and prototype application, design and
implementation steps of the prototype ISM awareness and implementation level
assessment tool, identification of test users, test and utilization of the tool with the
test users and compile the test results and evaluation of the results.

This thesis finalizes with conclusion, notes for future work and references.



CHAPTER I

LITERATURE SURVEY

During the literature survey, the following have been focused and examined; main
issues about information security, two main international security standards which
are closely related with each other, aspects and adaptation steps for information
security management system to handle information security view on the current
status with various survey and case reviews, information security awareness and
implementation level assessment or guidance models to support organizations in
understanding and improving their level of information security management

practices and countermeasures.

2.1. INFORMATION SECURITY

International security standards define an asset as anything that has value to the
organization which can be in variety of forms such as; information, software assets,
physical assets, people with their qualifications-skills-experience, reputation or
image of the organization, etc. Information is one of the most important assets since

it is knowledge or data that has value to the organization. [3]

Information needs to be protected in appropriate manner. It can have various
definitions;

e Processed Data with added value (i.e. bid evaluation results in a public
authority, exam results in education organization, etc.)

e Asset to; produce, pass over, procure, sell, use/consume. It provides
power to its owner (i.e. chemical mixture formula for a product, bank
account code, investment budget, software design-source code)

e Valuable resource for the organization (i.e. citizen information in

database of a public authority)



Information can be in different forms including; digital (electronic, magnetic), material
(paper, printout), as knowledge of staff. Information can be presented or shared by

various means; in real or virtual environment, electronically, verbally, via courier etc.

As also stated in the ISO/IEC 27002, code of practice for information security
management, organizations may be different in nature or size but they all collect,
process, store, and transmit information.[3] In order to operate efficiently; it is
important that authorized access is available in due time to accurate and complete
information. Today’s organizations rely heavily on Information Communication
Technologies (ICT) and in many respects it is essential for the organization’s
operational conduct. ICT technologies and tools are used in all the phases of;
creation, processing, storing, transmitting, protection, destruction of information.
Hybrid work environment is used including but not limited to; intranet — extranet,

remote access, mobile communication.

Protecting valuable information assets against any threats and vulnerabilities is
utmost important for any organization. Organization needs to take necessary
precautions, in order to prevent damage to its assets or image.

According to ISO/IEC 27001, internationally recognized standard for information
security management systems — requirements, information security can be defined
as “preservation of confidentiality, integrity and availability of information”. [2] The
main dimensions of information security are; Confidentiality, Availability and
Integrity.

i.  Confidentiality can be preserved as the information is made available
or disclosed only to authorized individuals, entities, or processes. [2]
(i.e. Who has access to my personnel information?)

ii.  Availability can be preserved with information being accessible and
usable upon demand by an authorized entity. [2] (i.e. Is up-to-date
exchange information available at time of need?)

ii. Integrity can be preserved provided that the accuracy and
completeness of the information is protected. [2] (i.e. Does my bank
statement details reflect the actual transactions?)



2.2. INFORMATION SECURITY THREATS AND MANAGEMENT

Threat is defined in ISO/IEC 27002 as “a potential cause of an unwanted incident,
which may result in harm to a system or organization”. [1]

A threat has the potential to harm assets such as information, processes and
systems. Threats may be of natural or human origin, and could be accidental or
deliberate. Organizations should be aware that due to dynamic business
environment (change in information systems, utilized technology infrastructures,

etc.) relevant threats can also continuously change accordingly.

Utilization and dependency on technology together brings the possibility of related
threats and risks to information and their management. The need of security is
raised from many reasons including protection to avoid threats such as;

e Possible data losses, data leakage

e Attacks (phishing, buffer overflow, IP spoofing, packet replay, etc.)

e Miss-utilization of personal identification

e Malicious software threats (virus, worm, Trojan, spam, hoax, etc.)

e Social engineering

Threats are not limited only with technology. Human factor is the weakest cycle in
the information security. Organization should protect its information assets not only
to external threats but also against internal threats.

Some samples for information security threats can be listed as:
e Negligent staff (unattended computer, critical information on post-it, etc.)
e Skipping protection-security steps due to urgency-speed
e Lack of reporting security violations
e Lack of installing latest version-patches of software
e Employees who misuse / miss-configure system security functions
e Unauthorized access, modification or disclosure of information assets
e Cyber-criminals, hackers, malware, trojans, phishes, spammers
e Technical advances that can render encryption algorithms obsolete

e Storms, tornados, floods



Some samples for information security impacts as result of realization of security
threats can be listed as:

e Disruption to organizational routines and processes

e Disruption of plans and deadlines

e Financial losses through information theft and fraud

e Loss of confidence in IT

e Reputation damage, loss of business value

e Expenditure on IS asset and data damaged, stolen, corrupted or lost

e Loss of competitive advantage

e Loss of privacy

e Injury or loss of life if safety-critical systems fail

As defined in ISO/IEC 27002; vulnerability is “a weakness of an asset or group of
assets that can be exploited by one or more threats”. [1] The presence of
vulnerability does not cause harm by itself and a threat needs to be present to
exploit it. Weakness may occur due to relevant threats in different part(s) of the
cycle; physical environment, system-network infrastructure, information system
configuration, process and procedures, management, personnel, software

application, communications equipment, etc.

Due to modern IT environment evolving in complexity and interdependency, threats
and vulnerabilities are becoming increasingly difficult to address. Organizations rely
on mobile devices which facilitate convenience for productivity in the workplace but
at the same time will continue to be a source of various types of security incidents.
Increased use of social media and use of employee’s own device introduce growing
number of threats. Although cloud computing is one of the key emerging
technologies, reliability and security is still a concern. The privacy and data
protection is serious concern and challenge. Threats over personal information and
breaches in data protection can lead to reputational risk as well as interruptions in
operation. Governments all around the world are stepping up their regulatory efforts
to protect their citizens with information security regulations and legislation.

Firewalls, antivirus software, intrusion detection systems, sophisticated patch

management and periodic vulnerability scanning programs are not sufficient to cover



and manage the evolving range of security risks. Proper information security
management and risk management should be applied and security controls should
be implemented to minimize the related risks. It is vital important to identify and
prevent issues before they arise and organization to be prepared to manage the

unexpected situations.

According to ISO/IEC 27002, “Many information systems have not been designed to
be secure. The security that can be achieved through technical means is limited,
and should be supported by appropriate management and procedures. ldentifying
which controls should be in place requires careful planning and attention to detail.
Information security management requires, as a minimum, participation by all
employees in the organization. It may also require participation from shareholders,
suppliers, third parties, customers or other external parties.” [1]

Key factors that require consideration under IS management include;
e Policies and procedures
e Training and awareness
e Privacy and data protection strategy
e Organization wide inventory of information assets
e Security integrated into operational business activities

e Monitoring for ongoing assurance

Human factor is the weak circle of the organizational security and critical factor for
its improvement starting with initial and continuous awareness and monitoring. In
most cases, senior management is not aware or recognizes the extent of the
security risks to the organization. For sustainable and effective organizational
security culture, awareness and ownership must be achieved at all levels of

management.

2.3. INFORMATION SECURITY MANAGEMENT SYSTEM
Organization can ensure the continuity of operation, achieve its objectives and

maintain its obligatory compliance (if any) by establishing systematic approach to

protect information assets including; planning, implementing, maintaining and
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improving information security effectively. Elements of information security
management include such coordinated activities and implementing suitable controls

and treating information security risks. [3]

Information Security Management System (ISMS) is not a technological process. It
is rather a systematic approach to managing sensitive information so that it remains
secure. As defined in the ISO standards, it provides a model for; establishing,
implementing, operating, and monitoring-reviewing, maintaining and improving of

protection of information assets. [3]

Information Security is achieved through; implementation of applicable set of
controls together with selected and adapted risk management process. IS is to be
managed using ISMS model and IS controls need to be integrated with business

processes of the organization. ISMS covers set of;

e Policies

e Processes

e Procedures

e Organizational structures

e SW and HW to protect the identified information assets

It is important to target manageable security, since it is not possible to achieve %
100 securities. The circular representation of information security management
related concepts is given in Figure-1. Information is faced with; technology, human
and environmental factors and related threats. Security circle is required to protect
information via establishment of related standards, policies, processes and trainings.
This various aspects need to be well managed with a systematic approach targeting

manageable level of security.
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Figure 1. IS Related Concepts

2.4. STANDARDS FOR INFORMATION SECURITY MANAGEMENT

2.4.1. Overview of Information Security Standards

Awareness among the organizations is limited concerning the information security
related topics; concepts, risks, legal basis, protection of information assets and
security controls, international models and standards, good practices and
implementations. No matter the initiating reason for an organization, international
standards provide good practices and guidance for establishment of information
security management systems (ISMS). They can be taken as basis and tailored to

the specific security and compliance needs of the organization.
There are internationally accepted good practices and models that can be taken as

guidance to establish and implement ISMS. Some widely known models are as

follows:
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i International Organization for Standardization (ISO) Standards

i. Control Objectives for Information and related Technology (COBIT)

ii. Information Technology Infrastructure Library (ITIL):
The effective use of best practices can help avoid re-inventing wheels, optimize the
use of IT resources and even simple awareness and controls can reduce the

occurrence of major IT risks.

ISO Standards
The International Organization for Standardization (ISO) is a non-governmental

international body that collaborates with the International Electrotechnical
Commission (IEC) in the development of international standards through technical
committees. In the field of information ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1.

It is stated in ISO/IEC 27000:2012(E) that ISMS family of standards is intended to
assist organizations of all types and sizes to implement and operate ISMS. 1SO
27000 families of standards provide best practice guidance and recommendations
on ISMS, in fact to any organization that handles and depends on information. The
key standards within the ISO family of standards that are closely related with ISMS
and 27001 are defined below. [3]

ISO/IEC 27000: Information security management systems — Overview and
vocabulary: provides fundamentals and vocabulary for the ISMS
standards.

ISO/IEC 27001: Information security management systems — Requirements:
ISMS requirements standard, a specification for ISMS. It is the
certification standard against which organizations' ISMS may be
certified.

ISO/IEC 27002: Code of practice for information security management. It provides
set of information security control objectives and a set of
generally accepted good practice security controls. This can be
used hand in hand with the Annex-A (controls) of the 27001
standard.
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ISO/IEC 27003: Information security management system implementation
guidance. Implementation guide for ISMS

ISO/IEC 27004: Information security —management — Measurement. IS
measurement standard suggesting metrics to help improve the
effectiveness of ISMS.

ISO/IEC 27005: Information security risk management. ISO standard methodology
for risk management. It can be used as guidance for building the
risk management methodology as part of establishment of ISMS.

ISO/IEC 27006: Requirements for bodies providing audit and certification of
information  security management systems. Accreditation
standards and a guide to the certification / registration process.
Organizations providing certification has to be compliant with this
standard.

ISO/IEC 27007: Guidelines for information security management systems
auditing. Provides guideline for auditing information security
management systems. [3]

27000 is a family of standards which also include other guidelines for specific
sectors such as telecommunications, financial services. ISO/IEC 20000 is
international standard providing guidelines for service management system. It
specifies requirements for the service provider who wants to take it as reference for
building and maintaining ISMS. [6]

This study focuses on the ISO/IEC 27002:2005 and ISO/IEC 27001:2005 which

form the common basis and practical guideline on information security.

COBIT
COBIT provides a maturity model for IT Governance and controls. COBIT Security

Baseline focuses on the specific risks around IT security in a way that is simple to
follow and implement for small and large organizations. COBIT helps enterprises
create optimal value from IT by maintaining a balance between realizing benefits
and optimizing risk levels and resource use. The framework addresses both
business and IT functional areas across an enterprise and considers the IT-related
interests of internal and external stakeholders. provides globally accepted principles,
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practices, analytical tools and models to help increase the trust in, and value from,
information systems. Enterprises of all sizes, whether commercial, not-for- profit or

in the public sector, can benefit from COBIT. [7]

ITIL

The Information Technology Infrastructure Library (ITIL) is a collection of best
practices in IT service management (ITSM), focusing on the service processes of IT.
It provides a practical framework for identifying, planning, delivering and supporting
IT services to the business. It was developed by the United Kingdom's Office of
Government Commerce. ITIL is typically used in conjunction with other good
practices to manage information technology such as COBIT, ISO 27000. It
describes processes, functions and structures that support most areas of IT Service
Management and one of the many processes it describes is Information Security
Management. Framework covered by ITIL has relevance to the ISO/IEC 20000. [8]

2.4.2. ISO/IEC 27001 ISMS Requirements

ISO/IEC 27001 can be considered as an overall framework that combines the
management of; risk, security, governance and compliance. It helps the
organizations in ensuring the harmonization of people, processes and technologies
correctly in place. Organization can become aware and get prepared proactively in
advance for managing security and risk. Since information asset is widely created-
processed-stored in digital environment and organizations are becoming more
dependant on information-critical processes, the ISO/IEC 27001 standard becomes
more valuable. [9]

ISO/IEC 27001:2005 is a reference model and internationally accepted specification
and certification standard for establishing ISMS. It can be used as basis to establish
security framework. It is flexible and can be tailored according to specific
requirements of the organization. It is designed to ensure the selection of adequate
and proportionate security controls to protect information assets.

ISO 27001 standard is comprised of 8 topics and annexes as listed in Table 1.
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Table 1.

Topics of 27001 Standards [2], [10]

Introduction

Explaining the process approach PDCA used by the standard

1. Scope

Specifying generic requirements of ISMS

2. Normative references

ISO/IEC 27002:2005 is considered essential to be used

3. Terms and Definitions

Briefly defining formalized glossary

4 ISMS

Content of the basis of the standard based on PDCA cycle
e General requirements

e Establishing and managing the ISMS (establish, implement

and operate, monitor and review, maintain and improve)

e Documentation requirements

5 Management Responsibility

e Management commitment

¢ Resource management

6. Internal ISMS Audits

e Periodic internal audits

e Defining opportunities for improvement and need for

changes

7. Management Review of the
ISMS

¢ Review suitability, adequacy and effectiveness of the ISMS

e Review input, output

8. ISMS Improvement

e Continual improvement
e Corrective action

e Preventive action

Annex-A : Control Objectives
and Controls

e List and description of the control objectives and controls
(should be used together with ISO/IEC 27002

Annex-B: OECD Principles

(informative) Shows the relevance of the standard with 7 key
principles laid out in the OECD Guidelines for the Security of
Information Systems and Networks

Annex-C: Correspondence
between standards

(informative) Correspondence of the standard with

e ISO 9001:2000:

requirements

Quality management systems -

e [SO14001:2004: Environmental management standards

For the purpose of 27001 compliance, chapters 4 to 8 (inclusive) must be covered.

Annex-A covers the controls to be taken as reference for the establishment and

implementation of ISMS and it is a summary of the controls from ISO/IEC 27002.
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Process approach can be defined as the application of a system of processes within
an organization, together with the definition and interactions of these processes and

their management.

The process approach for the ISMS presented in the ISMS family of standards is
based on the operating principle adopted in ISO’'s management system standards
commonly known as the Plan — Do — Check — Act (PDCA) process. [2]

Plan

r ‘ Establish ISMS ‘
Act

Maintain & Improve N :
the ISMS

Implement & Operate
/ the ISMS

‘

N
Managed IS

Check
‘ Monitor & Review the ISMS‘

IS Requirements &
Expectations

Figure 2. PDCA Model Applied to ISMS Processes [2]

a. Plan (establish the ISMS): At this phase, organization taking 1ISO as reference
can decide-plan and establish own ISMS policy, objectives, processes
and procedures based on own IS requirements and in line with the

organization’s overall policies and objectives.
b. Do (implement and operate the ISMS): At this phase, organization can

execute the plan and put into operation the prepared ISMS policy,

controls, processes and procedures.
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c. Check (monitor and review the ISMS): This phase has importance to check and

d. Act

confirm that the implemented ISMS is running as planned. The
organization can review and assess as relevant, measuring the actual
performance against the set policy and objectives. The results in practice

are then reported for management review.

(maintain and improve the ISMS): This phase covers the actions taken to
fix the identified issues during the previous phase. It consists of taking
corrective and preventive actions according to the internal assessment
results and management review to enable persistent improvement of the
ISMS. [2]

The process approach can be referenced during establishing-implementing-

monitoring-maintaining-improving the ISMS. The same approach can also be used

for the processes within the organization supporting the ISMS.

The overview of history of evolvement of the ISO/IEC 27001 standards briefly is as

follows.

1992:

1995:

1999:

The Department of Trade and Industry (DTI), part of the UK Government,
published a 'Code of Practice for Information Security Management'.

This document is amended and re-published by the British Standards
Institute (BSI) in 1995 as BS7799. BS7799 was conceived, would enable
an organization's management to assure itself that its information security
measures and arrangements were effective. BS7799 focused on protecting
the availability, confidentiality and integrity of organizational information
and these remain, today, the driving objectives of the standard. BS7799
was originally just a single standard and had the status of a “Code of
Practice”. In other words, it provided guidance for organizations. It was not
a specification that could form the basis of an external third party
verification and certification scheme.

The first major revision of BS7799 was published. This included many
major enhancements. Accreditation and certification schemes were

launched and BSI was the first certification body.
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2000: In December, BS7799 is again re-published, this time as a fast tracked 1ISO
standard. It became ISO 17799 (or more formally, ISO/IEC 17799).

2002: A second part to the standard is published: BS7799-2. This is an
Information Security Management Specification, rather than a code of
practice. It begins the process of alignment with other management
standards such as 1SO 9000.

2005: A new version of ISO 17799 is published. This includes two new sections,
and closer alignment with BS7799-2 processes.

2006: ISO 27001 is published, replacing BS7799-2, which is withdrawn. It is
revised version of the British Standard’s BS 7799-2. This is a specification
for an ISMS, which aligns with ISO 17799 and is compatible with ISO 9001
and I1SO 14001.

2007: ISO published technical corrigendum and replaced “17799” of the original
ISO/IEC 17799:2005 standard with the new number 27002. Thus, name of
the code of practice was brought into line with the 27000 family of
standards. [9], [10], [11], [12]

2.4.3. ISO/IEC 27002:2005

ISO/IEC 27002:2005, the current issued version of “Information technology -
Security techniques - Code of practice for information security management” is an
internationally-accepted standard of good practice. It provides practical guideline for
organizations in building their information security management standards and

practices.

ISO/IEC 27001; formally defines the mandatory requirements for an ISMS and it
uses ISO/IEC 27002 to indicate suitable information security controls within the
ISMS. 27002 is merely a code of practice-advisory document, rather than a formal
specification and certification standards such as ISO/IEC 27001, that outlines what it
is necessary to do in order to meet the 27001 specification and it guides by using
the wording of “should” and “may”. Organizations are free to select and implement
other controls depending on their own policy and decisions. ISO/IEC 27001 Annex A
incorporates a summary of controls from ISO/IEC 27002. In practice, ISO/IEC 27001
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is referenced together with ISO/IEC 27002 and organizations that adopt the former
also substantially adopt the latter. [13]

The standard outlines a set of controls in each area of ISMS and then gives
implementation guidance on the way the control objectives can be met. It lays out a
structured set of controls to address information security risks, covering
confidentiality, integrity and availability aspects. The intention is that these
suggested controls are selected and applied against risks identified through a risk

assessment. It consists of 11 main clauses covering the following areas.

1. Security Policy  Provides management direction and support for IS (i.e. IS
policy  document; preparation, approval, publish,
dissemination, review)

2. Organization of Information Security - governance and management of IS
within the organization as well as with external parties, in
order to maintain the security of the organization’s
information.  (i.e. assignment of IS responsibilities,
confidentiality agreements, security in 3rd party
agreements)

3. Asset Management - Inventory and classification of information assets, to
effectively establish and maintain their protection. (i.e. asset
inventory and classification, asset ownership)

4. Human Resource Security - Security aspects for employees joining, moving
and leaving, for contractors and third party users to
understand their responsibilities and to reduce the risk of
misuse of facilities. (i.e. roles and responsibilities, IS
awareness, removal of access rights)

5. Physical & Environmental Security - Provides controls to protect against
unauthorized physical access or damage to the
organization, computer facilities and information assets. (i.e.
physical entry controls, equipment security both on and off
premises, equipment maintenance)

6. Communications and Operations Management — Management of technical

security controls to ensure secure and correct operation of
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7. Access Control -

information processing facilities both within the organization
and with third party interactions (i.e. document
management, change management, malicious code
controls, back-up, network security, electronic messaging,
logging, monitoring of 3rd party service delivery).

Restriction of access rights to networks, systems,
applications, functions and data (i.e. user access
management, password management, unattended user

equipment, network access, application access)

8. Information Systems Acquisition, Development and Maintenance - Building

security into applications (i.e. requirement analysis,
input/output data validation, cryptographic controls-key

management, development process).

9. IS Incident Management - Anticipating and responding appropriately to security

breaches (i.e. reporting of IS events, weaknesses).

10. Business Continuity Management - Protecting, maintaining and recovering

11. Compliance -

business-critical processes and systems. (i.e. continuity
plans including IS, risk assessment).

Ensuring conformance with information security policies,
standards, laws and regulations (i.e. intellectual property
rights, compliance with security policies and standards,
regulation of cryptographic controls, information system
audit) [1]

Under the 11 main clauses there are total of 39 control objectives and total of 133

controls in the standard. The relevance between the clauses and their relevant

control objectives and controls is shown in Table 2.
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Table 2. ISO/IEC 27002 Clauses-Control Objectives-Controls [2]

27002 Main Control Clause Control Objectives Controls
Security Policy e Information security policy 2
Organization of Information Internal organization 11
Security |: External parties
Asset Management |: Responsibility for assets S

Information classification
Human Resources Security e Prior to employment 9

® During employment
e Termination of change of employment

Physical & Environmental
Security

e Secure areas 13
Equipment security

Communications & Operations
Management

Operational procedures and responsibilities 32
Third party service delivery management

System planning and acceptance

Protection against malicious and mobile code

Back-up

Network security management

* Media Handling

e Exchange of information

e Electronic commerce services

® Monitoring

¢ 6 o o ¢ o (o

Access Control

e Business requirements for access control 25
e User access management

User responsibilities

Network access control

Operating system access control

Application and information access control

Mobile computing and teleworking

Information Systems
Acquisition, Development and
Maintenance

o Security requirements of information systems 16
e Correct processing in applications

e Cryptographic controls

e Security of system files

e Security in development and support processes

e Technical vulnerability management

IS Incident Management * Reporting IS events and weaknesses 3
l¢ Management of IS incidents and improvements

Business Continuity kis aspects of business continuity management 5

Management

Compliance e Compliance with legal requirements 10

e Compliance with security policies and
standards, and technical compliance

e Information systems audit considerations

Total of 11 control clauses

Total of 39 control objectives 133
controls
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The mind map in Figure 3 summarizes and outlines the main sections of the
standard.
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Figure 3. Summarized Outline of ISO 27002 [13]

The numbering in the above outline start from four since the earlier sections covers
introductory information and definitions.

Among the control clauses policy should be owned by the management with direct

involvement and the least direct involvement of management can be said to be on
clause 11, 12 and 13. This has been illustrated in Figure 4. [12]
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Figure 4. Management Involvement to the Implementation [13]

Organizations that adopt ISO/IEC 27002 must assess their own information security
risks and apply suitable controls, using the standard for guidance. The control
objectives make a very good starting point. None of the controls are mandatory and
it is up to the users to select and implement controls that suit them, using a risk-
assessment process to identify the most appropriate controls for their specific
requirements. Other controls which are not listed in the standard can also be
conducted provided that the organization’s control objectives are satisfied. But if the
organization wants to be compliant to ISO/IEC 27001 due to any reason (legal
compliance, certification) and if organization decides not to adopt something (i.e.
antivirus controls), this decision should be made knowingly and with proper
justification as result of risk management decision process. [13]

2.5. IMPLEMENTATION STEPS AND ADAPTING TO ISMS

It is evident that adopting ISMS can help the organization in developing
countermeasures to IS-related vulnerabilities. [9]
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Most activities in IS management can be linked to three fundamental questions and

answering them can lead to their respective result.

What needs to be protected: Identification of assets
Against what does it have to be protected: Identification of threats
How can it be protected: Identification and selection of proper

countermeasures [25]

According to author’s experience in information security related projects and

consulting services; ISMS implementation steps start with organization’s awareness

and management ownership. Its design and implementation depends on the

organization’s;

Needs and objectives

Security requirements

Business processes employed

Size and structure of the organization

Reflect requirements of all stakeholders

Successful implementation of ISMS depends on;

Awareness and commitment of the management
Definition of correct focus and objectives
Commitment of the assigned key staff

Doing what is written and writing what is being applied

Commitment for maintaining

Phases of execution for ISMS implementation can be grouped as follows.

1. Preparation phase:

a.

b.

C.

Awareness assessment and understanding overall status
ISMS Team assignment and their training
Defining IS Scope and boundaries of ISMS

Awareness Raising in organization
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2. Implementation phase:
a. Defining corporate IS policy
b. Defining information assets
c. Risk analysis-evaluation-management plan
d. Selection of Controls (27001 Annex A)
e. Statement of Applicability (SoA)
f. Preparation of: policies-procedures-standards-instructions
g. Management review and approval
h. Training and awareness (continual)

i. Execute: Operation and Records

3. Monitoring and Improvement phase:
a. Overall implementation review and assessment
b. Detailed assessment and internal audit
c. Reviews, monitoring for improvement
d. Continual awareness raising programs at all levels

e. Taking corrective and preventive actions

Initiating the awareness of self status and understanding of requirements are
important key milestone for organizations who work with information assets
nevertheless are not quite aware information security aspects and do not know
where to initiate. Organizations that are already quite aware due to reason such as
legal compliance or business nature can also make use of self assessing their
current status. Regular review and monitoring even after the ISMS is in place is also
necessary for continuous improvement. Taking these into account, this thesis
focuses to support mainly 1.a and 3.a. in the above list of items but can also support
items; 1.d, 1.g and 3.d. For organizations who are not obliged to be certified should
still take these steps to ensure their business continuity. Certification should not be
the objective, but with proper adaptation of ISMS, certification can be an evident

milestone.

The officially announced number of 27001 certification by country as April 2013 is

provided in Table 3.
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Table 3.

Japan
UK
India
Taiwan
China

Germany

Czech Republic

Korea
USA

Italy
Spain
Hungary
Malaysia
Poland
Thailand
Greece
Ireland
Austria
Turkey
Turkey
France
Hong Kong
Australia
Singapore
Croatia
Slovenia

Mexico
Slovakia

Brazil

4152

573
546
461
393
228

112

107
105
82
72
71
66
61
59
50
48
42
35
35
34
32
30
29
27
26

25
25

24

Netherlands

Saudi Arabia
UAE
Bulgaria

Iran

Portugal
Argentina
Philippines
Indonesia
Pakistan
Colombia
Russian Federation
Vietnam
Iceland
Kuwait
Canada
Norway
Sweden
Switzerland
Bahrain
Peru

Chile

Egypt

Oman

Qatar

Sri Lanka
South Africa
Dominican Republic

Morocco

24

24
19
18
18
18
17

16
15
15
14
14
14
13
11
10
10
10

©

A~ OO OO0

Number of ISO/IEC 27001 Certificates per Country as of April 25th 2013 [14]

Belgium
Gibraltar
Lithuania
Macau
Albania

Bosnia Herzegovina
Cyprus
Ecuador
Jersey
Kazakhstan
Luxembourg
Macedonia
Malta
Mauritius
Ukraine
Armenia
Bangladesh
Belarus
Bolivia
Denmark
Estonia
Kyrgyzstan

Lebanon
Moldova
New Zealand
Sudan
Uruguay
Yemen
Total

= N N NN NN N MDD NN DD NN W W WwWw w

- a4 a4 A A A A A

7940

The actual number of organizations having certification can be higher than what is

showed in this table since some organizations may not want to be disclosed in the

report. But the table clearly demonstrates that the total number officially disclosed is

substantially high in Japan compared to even the next follower.

2.6.1S AWARENESS AND IMPLEMENTATION ASSESSMENT

Information security awareness concept is developing a culture of security within an

organization and not just training or education.
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The information security awareness is the degree or extent to which every member
of staff understands the importance of information security, the levels of information
security appropriate to the organization, their individual security responsibilities and
acts accordingly. Information security awareness is a dynamic process, made even
more difficult with the continuously changing risks. Awareness and training
programs lead from “become aware” to “stay aware” and end up in “be aware”,

which changes security culture definitively. [4]

An organization can utilize a method, model or tool to assess the information
security awareness level as well as implementation level. Basing the assessment to
the international standards and best practices is the most appropriate approach. If
organization has to comply due to regulatory obligation then the specific
requirements or standards can be taken as basis of assessment.

Initial assessment can be done as starting point when the organization wants to
understand its own awareness or status on information security. It can be in form of
checklist or questions. More detailed questions can be used to assess when the
organization wants to comply with a specific standard such as ISO-/IEC 27001
which has detailed controls. Similar approach can be used when organization has
established information security management system and wants to measure its

implementation level to monitor or improve.

The model or tools relevant to the assessment of IS implementation have been
identified and reviewed during the literature survey.

2.6.1. Assessment Model of Information Security Implementation Levels

According to the study below [5]; in spite of all the efforts, security threats continue
to occur with the main reason of organizations not being aware of the IS levels that
they are practicing. It proposes a measurement model for assessing IS
implementation levels in organizations and consists of three maturity levels that
determine the degree of IS addressed. The model has been developed with the
intention to be used by organizations to determine their levels of maturity in
information security, in order to define what needs to be improved.
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The model takes into account the three maturity models in security as listed below
and their respective measurement levels:
i. Maturity levels in Systems Engineering Capability Maturity Model (SE-
CMM)
i. Maturity levels in Control Objectives for Information Related Technology
(COBIT)
i. Maturity levels in National Institute of Standards and Technology (NIST)

Each have different focus; SE-CMM model focuses on safety of the design
engineering software, COBIT model focuses on specific audit procedures whereas
NIST model focuses on documentation. But all three commonly have 5 maturity

levels.

Based on the standards and other relevant studies, the model classifies 4 factors
associated with information security and their respective measurement parameters

that are demonstrated in Figure 5.
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Figure 5.  Assessment Model of IS Implementation Levels [5]
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The model implies that the management should ensure that the people are aware of
their roles and responsibilities by assigning as well as organizing necessary
awareness and training programs. The remaining processes can be defined
provided that the people aspect is correctly in place. Technology supports the
processes. And the risk assessment should be present at all levels. The model
categorizes the IS implementation maturity to 3 levels and to measure IS
implementation it defines dimensions to the parameters based on the degree of
importance of each parameter. It is shown in Table 4.

Table 4. IS Implementation Maturity Levels [5]

Level Factor Dimension

Levell: People Low

Basic Process/Procedure Low/Non-existence
Technology Non-existence
Risk Assessment Low

Level2: People Moderate

Intermediate Process/Procedure Moderate
Technology Low/Moderate
Risk Assessment Moderate

Level3: People High

Advanced Process/Procedure High
Technology High
Risk Assessment High

Low: 0-25%; Moderate 25-75%; High >75%

Basic level is where aspects are partially addressed and management support might
be inadequate. Awareness may be low; roles-responsibilities may not be properly
set and understood. Process/procedures may be either not set or at minimal
whereas technology is not used. In intermediate level the status is better but needs
improvement. Advanced level all aspects are assumed to be addressed adequately.
Thus, this model can be used by organization as a checklist for self-assessment

during internal review.

2.6.2. Information Security Measures Benchmark (ISM Benchmark)

In order to support the organizations in Japan in building and improving their
information security measures, Information-technology Promotion Agency (IPA) of
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Japan has developed and released an assessment tool named ISM-Benchmark.
According to IPA, numbers of users who have used this self-assessment tool have
largely increased since it was first released in 2005. The number of users is over
13,000. The intention was to contribute in increasing the information security level of
Japanese enterprises and it is evident that it is continuing to serve its purpose. [23]

Number of ISO/IEC 27001 Certificates per Country given in the Table 3 clearly
shows that Japan has 4152 recorded companies having international ISO IS
certification. This number clearly supports that the organizations in Japan have
benefited this tool.

The tool facilitates questions that are prepared taking into account ISO information
security standards and enables organizations to check the level of their security
measures. The tool is available both in Japanese and in English. It also facilitates
benchmarking to the user to compare their scores with the scores in the database
established with recent 2 years of collected data from Japanese organizations.

This comparative and quantitative web based tool provides questions derived from
security measures in ISO information security standards and include managerial,
personnel, technical and physical controls. It covers 2 parts; one with questions
concerning IS countermeasures and the other with questions about corporate
profile. Organizations are classified into groups based on their information security
risk index indicating risks to which organization is being exposed. Risk Index is
calculated based on; the number of employees, sales figures, the number of critical
information held, etc. The tool provides assessment results in numbers and charts
such as scatter chart, radar chart and frequency distribution chart. [23]

During the course of this thesis study, it was interesting to identify this tool having
similar objective and target users and that it has achieved in serving the community
with the wide user base. It has been a motivating factor as well as supportive
justification of this study.
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2.6.3. Information Security Survey 2013 Benchmark

PricewaterhouseCoopers (PwC) has published a tool in their web site in which an
organization can benchmark its own security profile against its peers compared with
the data based on the Global State of Information Security Survey 2013 results
conducted by PwC in conjunction with CIO and CSO magazines. [24] More detailed
information concerning the survey method is provided in section 2.7.2. This web
based benchmarking tool provides 6 steps as explained below;

Step1: Welcome - Getting started: In this step some information about the

organization is requested; organization’s annual revenue, primary industry sector,
region of employment. Annual revenue can be selected as one of the following;
Small, Medium, Large or Non-profit/Government/Education. The primary industry
sector can be selected among the seventeen in the given list such as; Aerospace &
Defense, Consulting/Professional Services, Consumer Products and Retail,
Education /Non-profit, Engineering / Construction, Financial Services, Government
Services, Health Industries, Technology, Telecommunications, Transportation and
Logistics, etc.. The region can be selected from one of the following; North America,
South America, Asia, Europe, Middle East and South Africa.

Step 2: Security spending: In this step, there are 3 questions. One is selection of

business issues or factors that drive the organization’s IS spending with selection
items such as; company reputation, compliance, business continuity, hactivism, etc.
Other questions are related to total IS security budget of the organization and if it
increased/decreased/remained the same compared to previous year.

Step 3: Policies, strategies and safeguards: Includes questions with checkbox

selections in order to assess the IS preparedness of the organization with policies,
strategies and safeguards such as; issues included in the organization’s security
policy, IS and data privacy safeguards that are in place, initiatives that the
organization launched to address mobile security risks.

Step-4: Security incidents: This step includes questions related to incident

management such as; the estimated source of security incidents (current
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employees, former employees, customers, hactivists, etc.), number of security
incidents in one year period, if the organization has contingency plan in place to

manage and report such incidents.

Step 5: Efficacy of security activities: This step contains questions related with the

efficacy of managing IS activities such as; if the security policies align with company
business objectives, self evaluating how well the IS is managed and the awareness
at employee level.

Step 6: See how you compare: At this step personalized benchmark report is

prepared and it can be viewed as well as downloaded in pdf format.

This is a useful tool which contains to the point questions to get view and
approaches of the organization related to IS. Providing the results in to the user
together in comparison with up-to-date survey data within the same industry, similar
size scale and in the same region can provide useful benchmarking and reference

point to the organizations.

2.6.4. Awareness and Implementation Level Assessment: Case in Turkey

The ISO/IEC 27001 has been accepted by TSE as Turkish standard for Information
technology — security techniques — ISMS- Requirements as TS ISO/IEC 27001 with
publication date 2.3.2006. The ISO/IEC 17799 (27002) has been accepted by TSE
as Turkish standard for Information technology — security techniques — Code of
practice for ISM as TS ISO/IEC 17799 with publication date 21.12.2006. [15]

TS ISO/IEC 27001 is in Turkish including the guideline of controls in Annex A. TS
ISO/IEC 17799 is not in Turkish. It has valuable supplementing details for the
implementation of the ISMS.

There are only two tools identified that are implemented and commercially available
in Turkey which organizations can use throughout the lifecycle of ISMS
implementation. One is ISMart, Information Security Management Software
developed by BizNet for organizations that need to establish and maintain an ISMS
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according to 1ISO27001 standard. Organization can categorize and define assets,
conduct risk analysis and management for assets, select controls among ISO 27001
as well as create custom controls, produce reports, management of documents
related with ISMS process, manage security incidents. Questionnaires can be used
for measure effectiveness of ISMS, for understanding awareness level and gaps to
fulfill for compliance requirements of the standard. [16] Another tool which is newly
launched is Invento PRO product developed by Invento and with the Turkish user
interface it is intended to provide supportive framework for compliance with
information security standards and regulations such as ISO 27001, COBIT, etc. [17]

When organization decides to establish and maintain its ISMS in compliance with
international security standards, such tools can be procured by the organization to
provide structured guidance. Organization can also prefer to follow the guidelines of
the standards and built their own approach without utilization of such tools.

There is also on-line training content in Turkish regarding information security
awareness including topics such as; what is information security, computer and
access security, threats and methods for protection, internet and network security. It
has been prepared by The Scientific and Technological Research Council of Turkey,
Informatics and Information Security Research Center (TUBITAK BILGEM) Cyber
Security Institute under “Information Security E-Learning Project” and it can provide
a good source for basic awareness content for individuals and organizations [18]

Due to regulatory compliance; organizations in the financial sector and
telecommunication sector are well aware and ahead of the other sectors in IS
implementation. Others, especially the SMEs should raise their awareness and
strengthen their institutional capacity on IS aspects and management.

There is no overall awareness and implementation assessment tool in Turkish that
is available in a web site where organizations, which may or may not have prior
knowledge of information security aspects, can perform self-assessment as well as

benchmark their status with organizations having similar IS risk level.
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2.7. CASE REVIEWS

2.7.1. Information Security and Cybercrime Survey

According to the first annual Irish Information Security and Cybercrime Survey
conducted by Deloitte in association with EMC in May 2012 [19], the average cost
per organization for a security incident over one year is €41,875. The survey
includes Irish information security leaders of multinationals, Irish organizations and
subsidiaries. The sectors covered include; financial services (27%), IT
(hardware/software) (15%) and government (17%) percent. Other sectors are with
smaller percentage and include; Education, Telecom/ISP, Manufacturing, Semi-
state, Pharmaceuticals, Transport and Insurance.

The survey showed that within one year period, unprecedented number of high
profile information security incidents, data breaches, cyber attacks, and instances of
cybercrime both nationally in Ireland and globally. Irish organizations have never
faced such a myriad of advanced technological threats and attacks on their digital
and critical assets.

Based on the survey the following include the resulting key observations:

50% of respondents believe that employees and their activities presented the
biggest challenges in information security. This is followed by technical threats and
attacks with 29%. This result shows that human factor is very important aspect in
information security and employee knowledge of information security and
procedures is not sufficient causing security risks.

44 % of respondents stated that they believe board members have an average
understanding of information security risks. This shows the lack of management
awareness which leads to lack of ownership. General business alignment on
information security and related activities is not well integrated with business risks.

68% of respondents stated that no action was taken following an investigation of
internal or external incidents. This shows the lack of established and ongoing ISMS
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and incident management. Most organizations are reactive in the event of a security

or cybercrime incident, and deal with incidents as they happen.

Regulatory and legislative compliance is the lead motivating drivers for security
activities, investment and adopting information security management system and
technologies with 45%. This shows that the organizations are concerned with
regulatory compliance rather than cyber threats or incident management. Top
security initiative of organizations is information security training and awareness with
23% followed by other technical ones such as data protection and technology

investment.

Main reason for information security investment is to satisfy the regulatory
requirements with 33% which is more than protection of brand reputation and
minimizing damages and losses with 28% each.

While 54% of the organizations had not experienced any security breaches in the
past 12 months, 32% identified between one to five security breaches. Among the
security attacks/breaches; hacking had the highest portion with 38%, followed by
privilege misuse as 21%. This is complimented with view of 23% of incidents
identified involved internal personnel as either the cause/suspect for cybercrime.
Other security breaches included; physical attack and malware as 13% each
followed by social engineering as %8.

Large majority (70%) of the information security professionals surveyed believed
that their organization was on par with, if not better their peers.

There is no database or tool that is used to assess their status in comparison to their
peers in the country.

2.7.2. Global State of Information Security Survey 2013
The Global State of Information Security Survey 2013 has been conducted by

PricewaterhouseCoopers (PwC) in conjunction with CIO magazine and CSO
magazine. It has been conducted online and worldwide between February and April
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2012. Organizations that are clients of PwC and readers of the two magazines were
invited to take the survey. Result of the survey is based on the responses of over
9,300 high level managers such as; chief executive officers chief information
officers, chief security officers, chief information security officers, vice presidents
and directors of IT and IS from 128 countries. Among the collected information; forty
percent of respondents were from North America, 26% from Europe, 18% from Asia,
14% from South America, and 2% from the Middle East and South Africa. The
survey results as figures and graphics have also been used as source in the
benchmarking tool explained in section 2.6.3.[24]

The survey results are published in PwC website. The user can select one of the
listed questions to explore the collected data and view the results of the survey in
graphic representation as well as drill down for different industries and regions. [20]

Based on the PwC the Global State of Information Security Survey 2013 some key
results can be summarized as following; [20]
- The main estimated source of security incidents are current employees
followed by former employees and then hacktivists.
- They believe that their employees considering all levels are not very aware but
somewhat aware about cyber risks,
- Organizations are not very confident but somewhat confident that effective IS
behaviors have been instilled into the organizational culture,
- They mainly use malicious code detection tools as technology safeguard,
malware and virus protection software as data privacy safeguards,
- IS safeguards related to people are mainly; conducting personnel background
checks and having people dedicated to employee awareness programs
- The driving force for IS spending is mainly economic conditions
- Mobile device security is mainly used to address mobile security risks,
- Main process IS safeguard in place is having overall IS strategy,
- Security strategy is in place mainly for employee use of personal devices on
the enterprise and on mobile devices,
- Most of the organizations detected 1-9 security incidents in past 12 months,
- Organizations tend to increase their security spending.
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2.7.3. Factors Influencing ISM in SMEs: Case Study from Turkey

The results of the study, which examines the enterprise information security in small

and medium-sized enterprises (SMEs) in one of the big cities in Turkey in the year

2009 [21], shows that Turkish companies do not attach as much importance to

information technology security as similar companies from different countries do.

The results of the study were based on a survey questionnaire with 9 sections and

total of 49 questions raised to 97 SMEs in the same city. When the 9 sections are

reviewed, it can be seen that the sections take main clauses of ISO/IEC 27001

Annex A as reference only with slight differences.

iv.

V.

Vi.

Vii.

viii.

Security Policy

Organizational Security

Asset Classification and Control

Personnel Security

Physical and Environmental Security
Communications and Operations Management
Access Control

System Development and Maintenance
Business Continuity Management

The questions under the above sections are answered in 1 to 5 scales. (1: strongly

disagree, 2: disagree, 3: undecided, 4: agree, 5: strongly agree)

The summary of the results of the study is as follows:

1. Most companies are not sufficiently aware and involved in IS standards

to be able to implement in their organizations;

2. %50 of the companies faced security vulnerabilities in last 12-18 months;

3. The most common vulnerability is human carelessness, thus human

factor being the weakest link in information security.

The study underlines that the current level of management awareness of these

SMEs are not in sufficient level and suggests to formalize their IS policy by adapting

a security standard.
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CHAPTER I

APPROACH AND SCOPE

3.1. PURPOSE AND SCOPE OF IS AWARENESS AND IMPLEMENTATION
LEVEL ASSESSMENT

In the number of companies per country as per official certification listed at ISO
official web site, the disclosed number of organizations from Turkey is 35. [14]

The main target should be to improve information security implementation level even
if certification is not targeted. But yet, increase in awareness can have positive

impact to the increase in number of organizations having certification.

According to Prolexic Quarterly Global Distributed Denial of Service (DDos) Attack
Report, Turkey is one of the top ten source countries for attack traffic in the second
quarter of 2012 after China (33.79%), Thailand(23.63%), USA (8.76%), Indonesia
(8.67%) which is (6.59%) for Turkey. Turkey was newly inserted to the list since it
was not in the top ten list in the two previous quarter reports. [22]

According to the Information Policy Country Report on Turkey dated June 2009,
Turkey is a relative latecomer to the development of laws on personal data security
and privacy. According to the report, improvements will be beneficial in the aspects
of data security and information processing security both for the public and private
sector. The goal of the development of information security policies is to make
private and government sector services more efficient, which includes some level of
data security. The goal for Turkish security policy should be to strike an appropriate
balance between information security and efficiency of economy. Since Turkey’s
particular geographic region and is important which is attractive for cyber attacks.
[26]
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Although information security policy and legal obligations as well as organizations
having IS compliance have evolved since the time of publication of this report,
increase in awareness and improvement in implementation is still necessary
especially among SMEs, according to the results of recent case study from Turkey
on factors influencing ISM in SMEs. [21]

The two focused standards 27001 and 27002 have been translated into Turkish and
can be obtained from the Turkish Standards Institute (TSE). If the company wants to
have more accessible environment to understand and assess its status, a simpler
and overall guidance can be more beneficial both for initial awareness and
monitoring the evolvement at later stage. Benchmarking with companies having
similar security requirements can also have comparable and motivating effect for the

organizations.

There is no web site in Turkish which can be used for self assessment of the overall
organization that is based on international standards and at the same time provides
some implementation tips as well as comparable benchmark. This thesis and the
tool focus on the factors of IS; people and process/procedure, technology and risk
assessment but at the same time focusing on prototyping a web based self
assessment environment basing the assessment questions on the widely known

and accepted ISO standards for information security.
Prototype model and tool has been designed and implemented based on the ISO

security standards and composed of eight main sections and their relevant
assessment questions and guidance tips. The eight sections are shown in Figure 6.
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and Implementation
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Development & Maintenance Management Human Resources Security
5. Communications & Infarmation 4. Management of Physical
oystems Operations Management & Environmental Security

Figure 6. Assessment Model Components

3.2. ASSUMPTIONS AND DEPENDENCIES

The model and the prototype tool is targeted to serve for general overall assessment
and targets all levels of users who may not have prior sufficient level of
understanding or training on information security. The questions are targeted to be
limited in total, short and understandable by wide variety of user levels including
management level. Some useful tips have also been provided to more clarify the
content of the question.

The model contains data for benchmarking. This data has been established by
taking expert views from experts who have long-term experience on information
security domain and consulting-auditing based on ISO family of standards to wide
sector coverage in Turkey. Due to the sensitivity and nature of the subject of
information security, organizations are hesitant to provide their level of information

security for benchmarking, thus this approach was more objective and accessible for
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this study. The benchmark values in the model are based on mean values of 3
experts reflect approximate values as ideal and average based on expert views.

3.3. ASSESSMENT MODEL BASED ON SECURITY STANDARDS
The questions of the assessment have been prepared based on ISO/IEC 27002
control objectives. During the preparation of the assessment questions the

standards given in Table 5 have been elaborated, related to information security;

Table 5. Elaborated International IS Standards

ISO/IEC 27001:2005 Information technology — Security techniques — Information security
management systems Requirements

ISO/IEC 27002: 2005 Information technology — Security techniques — Code of practice for information
security management

Since the interface is prepared in Turkish the standards given in Table 6, which
have been accepted as Turkish standard related to information security have been
elaborated;

Table 6. Elaborated Turkish Standards on IS

TS ISO/IEC 27001 | Based on ISO/IEC 27001 (2005) Information technology — Security techniques
(March 2006) — Information security management systems Requirements

TS SO/IEC 17799 | Based on ISO/IEC 17799 (2005) Information technology — Security techniques
(December 2006) — Code of practice for information security management

ISO/IEC 27002 contains 11 security control clauses and each of the clauses
contains main security categories which is 39 in total. In addition, there is also one
introductory clause concerning risk assessment and treatment. In detail there is total
of 133 controls under these set of control clauses. While logically grouping the
questions, similar approach has been used and the set of control objectives of the
standard has been taken into account.

The Table 7 shows the 27001 Annex A control clauses which are also the same as
27002 and the number of controls under the relevant control set. The table also
shows the chapters of the assessment tool in comparison with the standard. In
assessment tool, 8 sections have been identified which cover all 11 clauses of the
standard. Some clauses with closer topics have been logically grouped. Three
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questions have been prepared for each section in the assessment tool for even

distribution in the assessment result.

Table 7. ISO/IEC 27001 Annex A and the Assessment Model
# of Relevant ISO/IEC 27001:2005 # of
Assessment Model Sections Qs+ |Annex A. Control Clause (number of control | ..
objectives within the clause)
Section 1 - Information Security - Corporate A.5*** Security Policy (1) 2
Approach 3 — , ,
A.6. Organization of Information Security (2) | 11
Section 2 - Management of Information 3 A.7 Asset Management (2) 5
Assets Security
Section 3 - Management of Human 3 A.8 Human Resources Security (3) 9
Resources Security
Section 4 - Management of Physical & 3 A.9 Physical & Environmental Security (2) 13
Environmental Security
Section 5 - Communications and A.10 Communications & Operations 32
Information Systems Operations 3 [Management (10)
Management
Section 6 - Information Systems Access A.11 Access Control (7) 25
Control, Development and 3 - —
Maintenance Management A. 12 Information Systems Acquisition, 16
Development and Maintenance (6)
Section 7 - IS Incident Management and A. 13 IS Incident Management (2) 5
Business Continuity 3 - —
Management A. 14 Business Continuity Management (1) 5
Section 8 - Information Security Compliance 3 A.15 Compliance(3) 10
and Monitoring Management
Total 8 Chapters Total: | Total of 11 control clauses Total:
24 133
e *Number of Questions, ** Number of Controls
e **numbering of the clauses in the standard start with 5 since 27002 has 1-4 sections

with introductory information and 27001 Annex A is in compliance with this

numbering.

Assessment tool has total of 24 questions; 3 questions under each section with total

of 8 sections. Some clauses which can be logically grouped have been grouped. 8

sections have been determined also considering the graphical presentation to be

used in the assessment result.

According to the 27002 standards, a number of controls can be considered as a

good starting point for implementing information security. They are either based on

essential legislative requirements (depending on applicable and relevant legislation)
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or considered to be common practice for information security.

In the introductory

section of the standard, there is a list of controls considered to be essential to an

organization in two different aspects; legislative and common practice. These are

given in Table 8 and how they are covered in the assessment tool.

Table 8.

ISO/IEC 27002 Essential Controls and the Assessment Model

27002 Controls Essential in Legislative
Aspect [1]

Assessment Model Sections

Assessment
Model Question

Data protection and privacy of personal
information

Practice for IS [1]

. . Q22,Q23
- . 8. Information Security
Protection of organizational records Compliance and Monitoring
Management
Intellectual property rights
27002 Controls Considered to be Common Assessment Model Sections Assessment

Model Question

Information security policy document

Allocation of information security responsibilities

Information security awareness, education, and
training

Correct processing in applications
Technical vulnerability management

Business continuity management

Management of information security incidents
and improvements

1. Information Security -
Corporate Approach

3. Management of Human
Resources Security

6. Information Systems Access
Control, Development and
Maintenance Management

7. 1S Incident Management and
Business Continuity
Management

Q1

Q2

Q7

Q18

Q20,Q21

Q19

3.4. ASSESSMENT SECTIONS AND RELEVANT ITEMS

In the model, each of the 8 sections in the assessment consists of 3 questions

related to the section. Each question is assigned a short descriptive title, in order to

utilize in the resulting output of the assessment. The Table 9 shows each section

and short descriptive title of 24 questions.
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Table 9.

Assessment Model Sections and Question Titles

Assessment Tool Sections

Descriptive Title of Each Question

1. Corporate Approach to Information
Security

1. Information Security Policy

2. IS Management Organization

3. Corporate Staff and Third Party Contracts-Agreements

2. Management of Information Assets,
Risk Assessment & Management

4. Protection of Information Assets

5. Categorization/Classification of Information Assets

6. Risk Assessment of Information Assets

3. Management of Human Resources
Security

7. Information Security Awareness and Training

8. Information Security Roles and Responsibilities

9. Human Resources Security during Employment or
Termination of Personnel

4. Management of Physical &
Environmental Security

10. Physical Security

11. External People/Parties Physical Security

12. Equipment Security

5. Communications and Information
Systems Operations Management

13. Operational Information System Security

14. Protection Against Malicious Software

15. Information Communication Facilities Security

6. Information Systems Access Control,
Development and Maintenance
Management

16. Information Systems and Data Access Security

17. Network Access Security

18. Information Systems Development and Maintenance

7. 1S Incident Management and
Business Continuity Management

19. Information Systems Security Incident Management

20. Information Systems Possible Failure / Interruptions
Handling

21. Business Continuity Management

8. Information Security Compliance and
Monitoring Management

22. Compliance with Legal Requirements Related to IS

23. Compliance with Security Policies and Standards,
Technical Compliance

24. 1S Management Monitoring and Audit

Total 8 Sections

Total of 24 Questions
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3.5. MEASUREMENT SCALE IN THE ASSESSMENT MODEL

For answering the questions and scoring of the answers, 1 to 5 scaling has been
used. The approach and description of the scaling is listed in Table 10.

Table 10. Assessment Model Measurement Scaling

Scale Short Description Description

The management is not aware of its necessity;

11| Notbeing applied awareness-raising at corporate level is required.

2 Awareness is in place but yet not Management is aware of its necessity, planed to be
applied applied; no policy or rule/control has been established.

Rules and controls are applied occasionally or at partial

b | Pl s e manner. Policy and rules are not or partly in written.

Rules and controls are applied organization wide and they
are in written. But periodic monitoring-review is not being
conducted.

4 Applied but no periodic monitoring is
being conducted

Rules and controls are applied organization wide and they
are in written. In addition; periodic monitoring-audit, review|
of results and necessary improvements are being
conducted.

Applied, monitored-audited and
5 | improved based on organization’s
changing requirements

3.6. PREPARATION OF QUESTIONS IN THE ASSESSMENT MODEL

Considering all of the above steps and their outputs, the questions for the
assessment model have been prepared. They are carefully prepared taking into
account the control objectives in the standards but at the same time balancing the
level of technical content with simplicity in order to target wide range of users at
various levels of management and technical knowledge. The questions are targeted
to be limited in number, short and understandable considering the targeted users.

The content of the control in the standards are covered in general but each control
of the standard is not covered one to one. Content of the controls are sometimes
merged or some more technical ones are left out. Questions statements are
designed to be simple but they have detailed sub-questions under the main question
text which enlarges the content of the question. This enables to cover the content of
more than one control that be related to the same main question and merge them
under one single question.
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Under most of the questions useful notes and tips have been incorporated with the

aim to further clarify the content of the question as well as to create more awareness

and better understanding of the related IS topic.

In order to best serve the targeted users in Turkey, the questions are prepared in

Turkish language.

The questions are given below including short descriptive titles and their relevant

questions. The useful tips are provided only in the tool and in Turkish language.

1. Information Security Policy

Organization has corporate security policy and rules for IS.

Information security policy document is prepared in written,

The policy document is approved by the management, applied and reviewed-

updated as necessary,

It is communicated to all employees and relevant external parties.

2. IS Management Organization

Organizational structure has been established for IS management.

Management takes ownership, actively supports and encourages IS,
IS roles and responsibilities are clearly defined and assignments are done,

A committee has been formed for IS activities with representatives from
different departments/units of the organization,

Following up-to date information on IS by regular follow-up of appropriate
contacts such as national security forums and web site of relevant

institutions.

3. Corporate Staff and Third Party Contracts-Agreements

Critical IS requirements have been addressed in contracts of employees and

external parties and precautions are supported with legal basis.

Confidentiality and nondisclosure agreements have been done with
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employees and contractors including the IS aspects,

Security requirements are covered in agreements and contracts with external
parties having access to organization’s information or information processing
facilities. For example; external service providers, maintenance and support

services for information systems, software development services, etc. (do not

consider this bullet if outsourcing is not applicable)

Security requirements are addressed and confirmed before giving access to
customers to the organization’s information or assets. (do not consider this
bullet if no external access)

Necessary measures are taken on legal basis to prevent information-data
leakage, loss of data, miss-utilization of data or information system

4. Protection of Information Assets

Appropriate countermeasures are applied for protection of organizational

information assets (including personnel and confidential data).

Key organizational assets have been identified and inventory maintained,

Ownership (person or department responsible for its protection) of
information assets have been defined,

Protection of information assets is applied throughout all the processes such
as; acquiring, creating, using, maintaining, transmitting, deleting and disposal,

Security countermeasures are in place for information assets processed in

both manual or information processing facilities.

5. Cateqorization/Classification of Information Assets

Key organizational information assets are grouped and classified based on their

level of importance to the organization and countermeasures-rules defined based

on their criticality and managed accordingly.

Key organizational assets have been grouped taking into account their value,
legal requirements, sensitivity and criticality to the organization,

Rules are defined and applied for managing according to their classification,

The responsible people/units have been defined and assigned who are

responsible in protection of relevant information assets,
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Labeling is done according to classification of information assets. In case
application tool is being utilized same approach is applied

6. Risk Assessment of Information Assets

Risk evaluation and management is applied for the key information assets.

Possible threat and vulnerabilities have been defined and evaluated,

Security controls are established taking into account threats and

vulnerabilities
Corporate approach and method is defined and applied for risk management

Periodic review is conducted on possible risks and countermeasures,

updated as necessary,

In case of presence of external parties accessing to organization information,
relevant risks are identified, countermeasures are applied for protection of the
relevant data and data processing facilities.

7. Information Security Awareness and Training

IS training program is conducted for all employees, awareness and training

studies are performed periodically;

Training program covers the management level and temporary personnel,

Following the initial awareness raising, informative and training studies are
organized periodically. The following are being covered; organization’s IS
policies and expectations, IS responsibilities, possible threats and
vulnerabilities, precautions and rules, proper utilization of information systems

facilities, (logon-access, password utilization, etc.),

Training-workshop results and reflection to IS behavior are monitored.

8. Information Security Roles and Responsibilities

Employees (including temporary staff, contractors and third party users), before

and during working with the organization and leaving, are been written informed

on security-related roles and responsibilities, ownership has been obtained on

relevant information security aspects.

Employees are aware of their responsibilities and organization's 1S
requirements, provide advocacy and support for the implementation,
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¢ Incentives are implemented for ownership of IS

e The disciplinary proceedings are in place in the event of a security breach

detection.

9. Human Resources Security during Employment or Termination of Personnel

For all candidates for employment, contractors and third party users, background
and reference checks are performed according to the relevant position. As
employment contracts of the employees are terminated (including temporary staff,
contractors and third party users), the processes are in place for returning of all
organizational assets and removal of access rights to information and information

processing facilities.

e Employees, temporary staff, contractors and third party users are aware of
their responsibilities and organization's IS requirements during and

termination of the employment.

10. Physical Security

The necessary security measures to prevent unauthorized physical access are
being maintained in the institution building and parts that contain information and

information processing facilities.

e Secure areas are being separated with door or wall from the external
environment, and have access controls to allow access only to authorized
personnel,

¢ All business areas and offices are protected against unauthorized physical
access,

e The system room entrance is protected, and measures have been taken,
allowing access to authorized personnel only,

e Physical protection is in place for secure areas, information and data
processing environments and equipment against natural or man-made
disasters.

e For the secure areas where sensitive data reside, validation of access is
implemented as well as all access records (log information).

11. External People/Parties Physical Security

For the people entering and exiting the institution from outside the organization
(customers, contracted third party company officials, cargo service, cleaning
service, etc.), security related rules are defined and being implemented.

e Delivery operations are carried out in a separate area, outside the safe areas,
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A separate work area is reserved outside the safe areas of the institution, for

the individuals and firms who are providing outsourced services,

Guest acceptance is held in a separate area and outside the secure areas.

12. Equipment Security

The necessary measures have been taken to protect equipment, installations,

and power and communication cables containing information assets or carrying

data from natural or human-induced damage.

Equipment is protected from unauthorized access and environmental threats,

in order to reduce the risks resulting from hazards to ensure continuity,

Necessary security policy is applied for the equipment which can be removed
out of the institution (portable computers, storage devices, etc.). The data or
software is securely deleted, in order to prevent unauthorized access to

sensitive information within the equipment which will be reused or disposed.

13. Operational Information System Security

Necessary security measures are applied to protect the operational information

systems and the related data.

Information systems operating procedures are documented,

To reduce the risk of unauthorized access; system development, testing and
deployment system environment are separated. The rules are in place to

prevent utilization of actual data in the test environment,

Change management is held in the information systems. For example for
major modifications; keeping track and log, planning and testing, defining
possible security implications, rollback in case of problems,

Data backup is done on a regular basis, tested and verified,

Log records are kept for information systems utilization and security incidents
and these logs are periodically reviewed,

Duties and responsibilities are segregated to reduce opportunities for misuse.

14. Protection Against Malicious Software

Necessary security measures are taken and implemented against code of

malicious software (computer viruses, worms, trojan horses, etc.) for the
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protection of the information integrity.

Protection software is used against malicious codes, prevention, detection

and recovery controls are made,
Necessary security patches are installed to prevent possible cyber attacks,

Information system users are being informed for protection regarding

malicious codes,

Virus scans are performed for the mobile devices, which have been used
outside of the institution, before connecting to the corporate network.

15. Information Communication Facilities Security

Necessary security measures are taken and implemented for the security of the

information transferred using internal and external communication networks and

systems.

Encryption methods are used to protect the data subject to data transfer,
Information in electronic messaging is protected,

Online transactions are being protected from unauthorized alteration and data
corruption of data integrity,

The control measures are in place for the information being transmitted over

the network used in-house and outside the boundaries of the institution,

Measures have been taken against portable storage devices (USB memory
stick, mobile computing, etc.) to protect against the risks of data loss or theft.

16. Information Systems and Data Access Security

Necessary countermeasures have been taken and implemented for the access to

and authorized utilization of the data on the information systems

The user identification, removal, access, password registration and

management is made in systematic manner and periodically revised,

The users are directed to follow good security practices regarding their
password identification and use,

Each user is given a separate unique user name and password which is the
basis for access and authorization,

The users are allowed and monitored access to information sources and
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information system applications, according to their authorization levels and
given privileges.

e Clean desk and clear screen policy adopted throughout the organization.

17. Network Access Security

The security measures applied for the network connection, within or outside

access of the institution.
e Users can only have access to the services authorized for their use,
e Appropriate authentication methods are used to control remote access,

e If the organization has distributed offices and using wide area network
connection, a separate logical network grouping made by taking into account
the need for security. Different controls can be applied to groups,

e For the shared networks, especially beyond the premises of the organization,
access is limited and in controlled way by taking into account the

organization’s remote access policy and business requirements.

18. Information Systems Development and Maintenance

The necessary security measures are applied during the development and

maintenance of application software.

e For the institution specific application software (in-house developed or
outsourced), security requirements and controls are determined and
integrated during the requirements definition, design and development cycle,

e Necessary controls defined within the application software to avoid errors
during data entry, preventing data loss or unauthorized modification or
misuse, (data correctness-compliance, controls and possible measures to

minimize the information disruption, and message integrity protection)
e (Change management is made, and the major changes are tracked,

e The application software is tested for security weaknesses prior to

deployment,

e The cryptographic methods are used to protect the completeness, integrity

and confidentiality of the data,

¢ Regular monitoring and follow-up in order to prevent information leakage



(monitoring system and software are utilized for user and system activities,

system resource usage)

For the management of technical vulnerabilities, the potential vulnerabilities
and appropriate measures are taken. (Keeping log-monitoring system,
tracking software versions, where the software is installed- responsible
person, tracking configuration changes, monitoring against possible attacks)

19. Information Systems Security Incident Management

Procedures for notification of security incidents or weaknesses are in place, in

order to enable timely and corrective action.

Methods are available to report the identified or suspected information

security incidents,

Information system users (all employees, contractors and third party users),
have been briefed to report the security vulnerability or suspected cases,

Methods are applied for effective, fast, responsive monitoring and evaluation

against information security violation and information security incidents,

In the event of a violation of the information security, communication
channels to the external authorities (police, fire, telecommunication action
service provider, equipment / services service provider, etc.) are defined.

20. Information Systems Possible Failure / Interruptions Handling

Necessary measures have been taken to ensure the availability of the established

information systems in the event of malfunctions or interruptions,

Necessary precautions are in place for system accessibility considering the
necessary time to recover (i.e. backup system that can be deployed, tested-

verified backups, keeping operational logs, etc.),

Recovery steps and procedures of such interruptions are defied in written and
the relevant staff is trained accordingly,

In case of outsourcing, resolving of the system outage and accessibility

issues are placed in the agreements.

21. Business Continuity Management

Business continuity management framework across the enterprise, plans and
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systematic are established including aspects of information security.

e Events-possibilities-impacts that may cause interruptions for business
continuity are determined,

¢ Inthe event of system failure, the affects (reflections to the critical business
processes of the organization, important information assets, risks, and
required time for the provision of the organization's business continuity) have
been identified,

e |S requirements-precautions-necessary actions for business continuity are
defined, responsibilities are set and relevant people and parties are informed,
corporate staff has been trained,

e n case of outsourcing, the requirements are reflected to the business

continuity agreements with service providers,

e Measures are taken to ensure the continuity in case of natural disasters.

22. Compliance with Legal Requirements Related to IS

All necessary measures are taken to avoid violations of law, legal, regulatory or

contractual obligations in relevance with information security.

e All relevant regulatory and contractual requirements are defined by the
organization, documented and kept up to date,

e The procedures are carried out according to intellectual property rights, the
use of software products on the legal, regulatory and compliance

requirements,

e Important corporate records are protected against delete, lost and
counterfeiting,

e Confidentiality of personal information and data are protected,

e Monitoring is conducted and criminal and legal proceedings provided, to
prevent unauthorized use and misuse of information processing facilities,

e Cryptographic controls are in compliance with legal regulations

23. Compliance with Security Policies and Standards, Technical Compliance

Management monitors and ensures the compliance to organization's security

policies and standards.



Managers ensure that security procedures in their areas of responsibility are
properly carried out,
Information system compatibility is within the set standards, hardware and

software controls are implemented, and checked at regular intervals,

Information security awareness level is reviewed; compliance with

awareness-training program and awareness level is monitored.

24. IS Management Monitoring and Audit

Organization conducts internal audits; monitors the effectiveness of the

procedures and controls and their compliance to the requirements.

Internal audit activities are carried out at regular intervals in order for

continuity of compliance,

The compliance and effectiveness on the identified information security

needs are reviewed,

The audit and review studies are recorded, assessed and used for

improvement.
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3.7. GROUPING BASED ON LEVEL OF INFORMATION SECURITY
REQUIREMENTS

To distinguish the organizations’ requirements for security level, groups have been
identified. The maturity levels in security standards and the reviewed IS assessment
models during this study have been considered while deciding on the number of
groups. To simplify but at the same time facilitate to distinguish the security needs,
three groups have been identified and these groups are given in Table 11.

Table 11.  Grouping Based on IS Risk Level in the Assessment Model

Group IS Risk Level Description
Group- HIGH LEVEL The organizations in this group host and/or service
1 Information Security | information of national/corporate secrecy or personal

Measures are required | information that requires data privacy such as
information of citizen. Such organizations have data
security requirements and need high level information
security countermeasures.

Group- MEDIUM LEVEL The organizations in this group host and/or service
2 Information Security | information that require certain level of security
Measures are required | incorporating business confidentiality and/or personal
information. Organizations in this group require lower
level of data confidentiality than the group-1 thus
requires medium level security countermeasures.

Group- LOW LEVEL The organizations in this group host and/or service

3 Information ~ Security | information mainly not subject to data privacy and
Measures are required | confidentiality. Compared to group 1 and group 2,
lower level of information security countermeasures is
sufficient.

The organization, based on its own IS risk level and security requirements, have to
identify which group describe the status of the organization. The group that the
organization best fits is to be selected by the organization.

3.8. DEFINITION OF FIELDS OF ACTIVITY

The provision of field of activity / sector information is optional information in the
model. Referencing the official statistical program of Turkey 2012-2016 published by
Turkish Statistical Institute, NACE codes have been used for the information

technology utilization statistics. [27]
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For the fields of activity / sector grouping in the model, Turkish Statistical Institute

NACE Rev.2 Economic activity classification, 2013 has been referenced. Turkish of

the NACE codes have been retrieved from the Turkish Statistical Institute web site

and used in the assessment model and the tool. [28]

Statistical Classification of Economic Activities in the European Community Rev.2

abbreviated as NACE Rev.2 is internationally accepted coding standard, thus

preferred and used for fields of activity-sector definition in the model. Originating

authority of the NACE codes is the Commission of the European Communities
(Statistical Office/Eurostat)[29]. Sector definition codes are listed in Table 12.

Table 12.  Sector Definition in the Assessment Model

NACE Rev.2

Code | Definition

A AGRICULTURE, FORESTRY AND FISHING

B MINING AND QUARRYING

C MANUFACTURING

D ELECTRICITY, GAS, STEAM AND AIR CONDITIONING SUPPLY

E WATER SUPPLY; SEWERAGE, WASTE MANAGEMENT AND REMEDIATION ACTIVITIES

F CONSTRUCTION

G WHOLESALE AND RETAIL TRADE; REPAIR OF MOTOR VEHICLES AND MOTORCYCLES

H TRANSPORTATION AND STORAGE

I ACCOMMODATION AND FOOD SERVICE ACTIVITIES

J INFORMATION AND COMMUNICATION

K FINANCIAL AND INSURANCE ACTIVITIES

L REAL ESTATE ACTIVITIES

M PROFESSIONAL, SCIENTIFIC AND TECHNICAL ACTIVITIES

N ADMINISTRATIVE AND SUPPORT SERVICE ACTIVITIES

(0] PUBLIC ADMINISTRATION AND DEFENCE; COMPULSORY SOCIAL SECURITY

P EDUCATION

Q HUMAN HEALTH AND SOCIAL WORK ACTIVITIES

R ARTS, ENTERTAINMENT AND RECREATION

S OTHER SERVICE ACTIVITIES

T ACTIVITIES OF HOUSEHOLDS AS EMPLOYERS; UONDIFFERENTIATED GOODS- AND
SERVICES-PRODUCING ACTIVITIES OF HOUSEHOLDS

U ACTIVITIES OF EXTRATERRITORIAL ORGANIZATIONS AND BODIES
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3.9. EXPERT CONSULTATION AND ANALYSIS

After preparation of the questions, expert view has been received from the experts
having extensive specific experience including ISO standards, information security
as well as wide sector experience in Turkey. Some minor tunings have been made

on the questions based on received comments.

In order to have benchmarking aspect in the model, each group needs to have ideal
and average values that are pre-set in the database. For this purpose, consultation
to the same experts has been received. A questionnaire form has been designed
and prepared to be filled by the experts. The first introductory information page of

the questionnaire is as follows.

A Prototype for Information Security Awareness and Implementation Level

This form is to take expert view. The approximate values will be calculated based on the
expert views received regarding the ideal and average scores for each group.

While filling for the average, based on your experience, please consider the average level of
the organizations belonging to the group. When filing for the ideal, based on your
experience, please consider the status of the company/companies that you think/observe
implement the information security measures in very good level.

Please provide your Expert View by filling the same form 2 times for each of the groups;

Identification of Average Level for Group-1
Identification of Ideal Level for Group-1
Identification of Average Level for Group-2
Identification of Ideal Level for Group-2
Identification of Average Level for Group-3
Identification of Ideal Level for Group-3

Selection of the Group based on the IS Risk Level:
Group-1: HIGH LEVEL Information Security Measures are required

Grup-2: MEDIUM LEVEL Information Security Measures are required

Group-3: LOW LEVEL Information Security Measures are required

Please select for which of the following the form is being filled
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Use “X” to select Filled for the following

1. Identification of Avarage Level for Group
Identification of Ideal Level for Group
Identification of Avarage Level for Group
Identification of Ideal Level for Group
Identification of Avarage Level for Group
Identification of Ideal Level for Group

2 Bkl Pl Rl I

Please indicate the sectors considered for the filling of the form

The remaining of the form consists of questions prepared for the model. It is
specifically noted to the experts that the average value or the ideal value is not what
the companies score “should be”. In defining the average score, the expert should
take into account his/her experience sector and companies and consider and reflect
the average level of the companies belonging to that group. In defining the ideal
score, the expert should consider the companies that implement ISMS at very good
level and reflect their status while answering to the questions.

Using this approach, ideal and average values for each group have been set. The
benchmark values should be considered as approximate values based on the wide
range of sector experience and specific domain and country experience of the
experts. They are provided in 3 group basis not in the sector detail. Sector detail is
only for informative purpose in the tool.

The results from the experts have been merged and mean average of the values of
the experts have been used while constructing the average and ideal benchmark

values in the database.

The resulting values from selected experts are given in APPENDIX A.
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3.10. GRAPHICAL REPRESENTATION APPROACH

The assessment results can be best demonstrated if supplemented with graphical
presentation. Thus, based on the relevant survey the radar chart is decided to be
used for graphical method of displaying assessment data. It is in the form of a two-
dimensional chart of three or more variables represented on axes starting from the
same point. It is also commonly known as spider charts, web charts, or star plots. It
is particularly useful when examining several factors that are related to one item
which was the main reason for selection. [30]

61



CHAPTER IV

MODEL AND APPLICATION DEVELOPMENT

4.1. KEY FACTORS TO THE PROTOTYPE APPLICATION

The model built in the steps explained in the previous chapter has been

implemented as a web based self-assessment tool. The key factors to the prototype

application are:

Vi.

It takes reference the internationally accepted IS standards ISO/IEC
27001:2005

It is intended to be self explanatory-easy to use interface-accessible as web
based application that is freely available for organizations’ self assessment.

It can be used to assess security measures at overall level with good
balance of simplicity and technical information.

It can be used to measure both awareness and implementation level for
organization.

It can be used as tool to improve the understanding and ownership at
management level.

It can be used as benchmarking of the self status in comparison with

organizations having similar level of security requirements.

4.2. DESIGN OF THE PROTOTYPE ISM ASSESSMENT TOOL

The tool has been implemented in three-tier architecture by using jsp/serviet

technology. With three-tier architecture; presentation, application processing, and

data management functions are logically separated.
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Client Tier (Presentation tier): The web based user interface of the tool is the
topmost level of the application which interacts with the user and user inputs and/or
views information related to the services handled in the business tier.

For the assessment tool; client tier is a web browser. User can freely use among
widely user browsers such as; Google Chrome, Mozilla Firefox or Internet Explorer.

Middle Tier (Application/Business Logic Tier): This tier is the gateway between
the tool interface (presentation tier) and the database tier. It is where the application
functionality is performed as the user inputs new or views the existing data from the
database. For the assessment tool; the middle tier is implemented as J2EE
Application Server.

Database Tier (Data/Persistence Tier): The data entered via the application
interface and processed at application tier is stored into and retrieved from the
database. The tier keeps data independent from the application servers or business
logic and only deals with the queries.

For database, relational model has been used and PostgreSQL open source

database has been used to implement the database. The database model of the
prototype assessment tool is given in Figure 7:
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t section

section_id: NUMERIC(L) [ PX]

section text: VARCHAR(2048)
saction order: NUMERIC(2)

Figure 7.

t atiendes

attendee jd: NUMERICILS) [ PK]

username: VARCHAR1ZE)
password: VARCHAR(128)

group_id: NUMERIZ(1) [ FK ]
seclor VARCHAR(ZS6)
scale: VARCHAR(100)

organisation_name: VARCHAR(LO24)

I answer

atterdee |d: NUMERIC{1S) | PFK |
guestion_id: NUMERIC(2) [ PFE |

aption id: NUMERIC(1) [ FX |

t question

question_id: NUMERIZ{2) [ FK ]

‘|___———e+5 question_text: VARCHAR|2048)

question_note: VARCHARIZD4B)
section_id: NUMERICIL) | FK |
r|u¢-,'|mn_{;rﬂ¢r: NUMERICIZ)
below text: VARCHAR(2048)
short text: VARCHAR(255)
ideal_score_gl: NUMERIC(3, 2)
average score gl NUMERICES, 2)
ldeal score g2: NUMERIC(3, 2)
average score g2 NUMERICIS, 2)
ideal_score_g3: NUMERIC(3, 2)
average score g3 NUMERICIZ, 2)

pp——————— |

|_ 1]|'0||||_id NUMERIC(L) [ PK )

b group

group_text: VARCHAR(S12)
group_note: VARCHAR{2048)
avarage score; NUMERICIS, 2)
ideal score: NUMERIC(3, 2)

I optian

ption_id: NUMERIC(131089) [ 7K |

option_order; NUMERIC(2)
explanation; VARCHARI312)

option_text: VARCHAR(1024)

Data Model of the Assessment Tool

The entities and relationships between them can be seen from the above figure. Six
tables are used to manage the data in the database.

4.3. IMPLEMENTATION OF THE PROTOTYPE ASSESSMENT TOOL

The tool has been implemented by using jsp/serviet technology and deployed on
J2EE application server. Jsp/servlet technology is preferred to enable both platform

and server independent flexible design and implementation. Code samples from the
tool implementation are placed at APPENDIX B.
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4.4. PROTOTYPE ASSESSMENT TOOL MODULES
4.4.1. Accessing the Tool

For the period of duration of the study, the application is placed on a server and

made accessible via the given link.

http://www.kmo.com.tr/news1.asp?iKodHaber=106

The identified test users have used this link to access and use the tool.

4.4.2. Objective and Utilization Module

When the link is accessed the “objective and utilization” tab and its content is the

default interface to the user.

Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullamic: Ad Parola | [ Girig
Degerlendlrme Arac Dzha once_!k_l de_ﬁ_erlend\rmemze ulasmak igin belirlediginiz kulanici adi
J ] | kurum ilgileri | | Anket | paralz ciftini girinz.

@ Bu uygulamanin amaa, bilgi giivenligi yinetimine yénelk organizasyonun kendi degerlendirmesini yapabilecegi bir ortam yaratmaktr. Bigi giivenligi
yiinetimine yonelk uygulama seviyesinin belrlenmesi ve iylestimeye yinelk yaplacak planlamada degerlendirimesi ve temel alnmasi
hedeflenmistir.

@ Sorular 6 baslk altinda toplanmistr, sonug alnabimesi igin timii cevaplanmaldir. Sorular Bilgi Givenligi Uluslararasi standart ISO/IEC 27001:2005
gereksinimleri ve kontrol hedefleri temel alnarak hazrlanmustr.

@ Seclen gruptaki avaraj ve ideal degerler uzman giriisii alinarak belrlenmistir. Sonug degerlendirmede; organizasyonun, avaraj ve ideal degerlere
gire durumu bilgi ve grafik olarak belirtilir.

BGY Degerlendirme Adimlan:
Organizasyonunuza en uygun grubu secin
Tum belrtlen hususlar icin organizasyonunuzun uygulamalarna yénelk en uygun yani secin

Dederlendirmeyi baslatmadan énce gozden gecirin, diizeltmeniz varsa yapn

1.
oL
3
4.

Dederlendirme sonucu ekranda html olarak gariintiilenir (saklayabilr veya basabilrsiniz)

it (Thesis Study,} By Melem Kocamustafsodullar - Supervised by: Prof.Dr. Taner ALTUNOK

Figure 8.  Objective-Utilization Module
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There is a user name and password fields in the top right corner.

For first time user, no user name is to be provided by the user in this tab. If it is first
time user prefers to save his/her assessment to re-access in the future then he
needs to provide user name password not at this stage but after the assessment is
completed as shown Figure 9. User name-password is provided and save “Sakla”
button is used to save the assessment record in the database with the relevant user
name. Saving the results of the assessment for future re-access is optional.

Kullanic Adi |‘EE‘ USER | Parola ...... |

Dederlendirme kaydiniza daha sonra tekrar erismek veva gincellernek
istivarsaniz, l0tfen bir kullerici adi ve parola giriniz

Figure 9.  Saving for Future Re-Accessing to Assessment

If the user has previously conducted assessment and saved it by giving a user
name-password then previous assessment record can be re-accessed. This can be
done by providing the pre-defined username and password in this tab and using the
entrance button “Giris” as shown in Figure 10. In this case, the user can modify if
there is any status change in the assessment questions which will be reflected to the
result of the assessment.

Kullanici Adi |‘EE‘ USER | Parola ....... | @I

Daha dnceki deferlendirmenize ulasmak icin beliredidiniz kullamo ad
parola ciftini giriniz.

Figure 10. Re-Accessing the Previously Recorded Assessment

4.4.3. Organization Information Module

The second tab is used to access the “organization information” module interface.
This page can be seen in Figure 11.
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Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullanici Ad Parola |

Degerlendlrme Bl Daha Gnceki dederlendirmenize ulasmak igin belilediginiz kullzanic adi
| Amag ve | = giler | | Anket ‘ parola ciftini giriniz.

@ Group -1 Bilgi Givenligi tedbirleri YUKSEK DUZEYDE gerekii
Mot:Bu grouptaki organizasyonlar ulusal veya kurumsal gizlilik iceren, vatandasa ait kisisel gizfilik iceren bilgileri banndirr ve fveya sunar. Bu organizasyenlanin veri gizliigi gereksinimleri vardir
we yiksek seviyede bilgi glivenlii tedbirlerine ihtivag duymaktadiriar.

) Group -2 Bilgi Giivenligi tedbirleri ORTA DUZEYDE gerekii
Mot:Bu gruptaki organizasyonlar belli sevivede is gizlilidi iceren bilgilere veya kisisel giziilik iceren verileri barindinr ve/veya sunar, Birind gruptan daha disik sevivede veri gizlilidi gereklidir ve
orta seviyede givenlidi tedbirlerine intiyag duymaktadirlar,

© Group -3 Bilgi Giveniigi tedbirleri DUSUK DUZEYDE gerekii
Not:Bu gruptzski organizasyonlar temelde giziiligi olan veriler barnindirmaz vefveya sunmazlar. Birind ve ikind gruptan daha dustik seviyede bilgi glivenlidi tedbirleri bu organizasyanlar igin
yeterlidir,

Kurum Adi (Opsiyonel)

| \
Sektér

| ]
(Sektir segmi ign ok tusiann kulbminz. asads ok -> fste goster, sad/Sol sayfalan dolas. Listeyi kigiitmek icin anahiar stzaik kulanabirsiniz. )

Kurum Olcedi

(Kiigzik Ogekd: 50 kisiden 3z yalbk calsan istitdam eden, Orta Oigekti: 200 fisiden 22 ylbk calsan stidam eden, Baytk Oett: 200 kisf ve daha fazis ki yilbk atsan istidam eden)

The Gradus:
A Prototype for Informatior

tucy] By Maltern Kocamustafaodiullan - Supervised By: Prof.Dr. Taner ALTUNCK

Figure 11. Organization Information Module

Based on the information security risk level and information security level
requirement, organization should select one of the groups; Group-1, Group-2 or
Group-3 of which the details are explained in Chapter 3. This information is required.
The organization name (“Kurum Adi”) and sector information (“Sektor”) are optional
and can be left blank. Organization name can be entered if the user wants to save
or print the result having this information. If not it can be left blank or any other
explanatory-reminder text can be placed if preferred. Sector information provides
list of values by using down-up arrow to select and right-left arrows to move
between its pages. The sector codes are the list of NACE Rev.2 codes as explained
in Chapter 3.
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Kurum Adi (Opsiyonel)

[TEST USER

Sektdr

F Y

F-iNSAAT

G-TOPTAN VE PERAKENDE TICARET; MOTORLU KARA TASITLARININ VE MOTOSIKLETLERIN ONARIMI
H-ULASTIRMA VE DEPOLAMA

I-KONAKLAMA VE YIYECEK HIZMETi FAALIYETLERI

J-BILGI VE ILETig§iM

Bilgisayar programlama-yankm gelistirme danssmandlk ve ilgili faaliyet ve hizmetler, telekomiinikasyon faaliyetler, kitap yaymim, yaymncabk, yankm programian yaysmianmass, bilgi hizmet
faaliyetler-ver igleme-depolama-web portallen, vb.

Figure 12. Selection of Sector Information (optional)

The size of the organization can be selected among the pre-defined list of values

are as follows. If not selected the default value will be small size.

i. Small size (“Kucuk Olcekli”): Number of people < 50
i. Medium size (“Orta Olcekli”): Number of people < 200
i. Large size (“Bliyuk Olcekli”: Number of people >= 200

Kurum Olgegi

[ “'“_.“_1

| Kigik ek ] " “

.mmen az yllk calsan istihdam eden, Orts Olcekli 200 bisiden az yilk calisan istiholam eden, Buyik Olpekil: 200 bisi ve daha fazls b yllk calsan istihaam eden)
Orta Olgekl

| Biiyik Olceki

Selecting the sector code or size has no affect to the evaluation algorithm of the

assessment.
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Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullanici Adi Parola | [(Giris |

Degerlendnme Afac Daha anceki dederlendirmenize ulasmak icin belirlediginig kulanici adi
| Amagve | Wurum Bigiters [N parola iftini giriniz.

©) Group -1 Bilgi Guvenligi tedbirleri YUKSEK DUZEYDE gerekli
MNot:Bu grouptaki organizasyonlar ulusal veya kurumsal giziilik iceren, vatandasa ait kisisel gizlilik iceren bilgileri barindinr ve fveya sunar, Bu organizasyonlann veri gizliligi gereksinimleri vardir
we yiiksek sevivede bilgi giivenlidi tedbirlerine ihtivac duymaktadirlar,

@ Group -2 Silgi Guvenlidi tedbirleri ORTA DUZEYDE gerekii
MNot:Bu gruptaki organizasyonlar belli seviyede is giziilifi iceren bilgilere veya kigisel gizlilik iceren verileri barindirr vefveya sunar. Birinci gruptan daha dusik seviyede veri giziiii gerelidir ve
orta seviyede givenligi tedbirlerine ihtiyag duymaktadirlar.

) Group -3 Silgi Giivenligi tedbirferi DUSUK DUZEYDE gerekli

Not:Bu gruptaki organizasyonlar temelde gizliligi olan veriler barindirmaz vefveya sunmazlar. Birinci ve ikind gruptan daha diisiik seviyede bilgi gtivenligi tedbirleri bu organizasyonlar igin
yeterlidir,

Kurum Adi (Opsiyonel)
[TEST UsER |
Sektdr
|J—B\LS\ WE ILETISiM ,.|
(Bekicr segim igin ok tuslar kulanimz. asad ok -> fste gdister, sadi/sol sayfalan dolss. Listeyi kictitmek ici anahtar sozcik kulanabirsingz. )
Kurum Olgegi

Kiigik Olgeki

Kuigtik Clicekiz 50 kisiden az yilk calisan sthoam eden, Orta Olpekiz 200 kisiden az yil calsan sthdam eden, Biyik Okl 200 ksl ve daha Bala ks yilk calsan Sthdam edern)

& Study) By Meltem Kocsmustafaodullan - Supervised by: Prof.Or. Taner ALTUNOK

Figure 13. Organization Information Module with Sample User

4.4.4. Assessment Questions Module

The third tab is used to access the “Assessment questions” module interface. Here
the first time user should answer all the questions in order to have proper
assessment result. If the user is accessing previously saved assessment record,
then modification is possible in the answers which will be reflected to the result.
When all the questions are answered at the bottom right of the screen, there is
button to complete (“Tamamla”). Review is recommended before the assessment is
completed.

Assessment Questions Module has 8 sections having 3 questions per each section

as defined in chapter 3. Some sample screens are given in Figure 14, Figure 15,
Figure 16, Figure 17, Figure 18, Figure 19, Figure 20 and Figure21.
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Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullamar Adi Parola

DeQerlendlrme Arac Daha dnceki dederlendirmenize ulasmak igin belrledigini kullamia adi
| Amac ve ‘ ‘ Kurum Bilgileri | " Anket | parola ciftini giriniz.
Tiim sorulan asafidaki seceneklere gore yanitlayimz.
1 - Uygulanmamaktadr Yanetimin gerekliigi konusunda farkindald yoktur, bu konuda kurumsal biinglendirimeye gerek vardir.

Ydnetim tarafindan gerekliigi blinmekte, uygulanmasi planlanmaktadr, herhangi bir politka ve kural
olusturulmamistir.
Madiren veya ksith seviyede kural ve kontrol uygulanmaktadr. Politika ve kurallar yazil degil veya kismen

2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulenmaktadr

yaziidir.
_ Uygulenmakta ancak perivodik gdzden gecirme Kontroller, kuraliar yazil ve organizasyon genelinde uygulenmakta ancak gézden gegirme ve izleme
yapimamaktadir yapimamaktadir.
_ Uygulanmakta, denetlenmekte ve kurum ihtiyacknna gdre  Kontroller, kuraliar yazih ve organizasyon genelinde uygulanmakta perfyodik denetlenmekte, gozden
wyilegtirimektedir gecirimekte ve iyilestirimektedi

Biliim 1-Bilgi Giivenlifjine Kurumsal Yaklasim

1 ) Bilgi Givenligi icin kurum politikasi ve kurallari mevcuttur;

« Kurumun bilgi giivenlii politikasi yazidir,

« Yanetim tarafindan onaylanmistr, uygulanmaktadir ve gincellenmektedir,

« Kurum genelinde tiim calsanlara ve igili dis taraflara bilgilendirme yapilmistir.

Yardimeor Net: Bigi Givenligi politia ve kuralar; organizasyonun ivachn ve amagbr, giivenlic gereksinimier;, kulbrian prosesier ve kurulusun biyikiidi ve yaps, &
kapsamy ve operasyone! rskier goz onine alnarak hazrnmaldir ve dcekienmeldir. Bir sablon veya dmedin koypabnmasyla olusturuimas yetenk dedidir, Etkmigi ion;
tim calganiar tarafindan bilnmest sagianmaldy, vyguisnmas ienmeldis, gerektifinde gdzden gegilerek dizenleme yapimalar.

1 B2 3 ©4

(5]

) Bilgi Giivenligi yénetimi icin gerekli organizasyonel yapilanma kurulmustur;

* Kurum yanetimi; bilgi giivenligini sahiplenmekte, etkin sekide desteklemekte ve tesvik etmektedir,

« Bilgi glivenligi rolleri ve sorumluluklan tanimiidir ve ilgili kisilere atanmistir,

« Bilgi glivenligi faaliyetleri icin bir komite olusturulmustur ve farkh balumlerinden temsilclerden olusur.

« Givenlik hususundz giincel bilginin takibi igin; uluslararas givenlik farumian ve organizasyonlann web siteleri diizenli takip edimektedir.

irtilebimes igin: yonetim kademesinin sahiplenmes;, tesvik etmesi ve takip -

Yardimor Not: Kurum iginde bilgi goivenigi kurumsal kiltdrdndn olusturuwbbimesi ve i)

i

The Graduate School of Natural and Appied Scences of the Cankaya Un
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Figure 14. Assessment Questions Module-Section 1

Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullanici Adi Parola
Deijerle“dirme Araci Daha dnceki dederlendirmenize ulasmak igin belrlediginiz kullzmic ad
|Amacve m ‘ ‘ Kurum Bilgileri | "Anket | parofa ciftini giriniz.
Tiim sorulan asafidaki seceneklere gore yanitlayiniz.
1 - Uygulanmamaktadrr Yinetimin gereklii§i konusunda farkindalgi yoktur, bu konuda kurumsal biinglendirimeye gerek vardir.

Yinetim tarafindan gerekliigi bilinmekte, uygulanmasi planlanmaktadir, herhangi bir politka ve kural
olusturulmamistir.
MNadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazili degil veya kismen

2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

yaziidir.
_ Uygulanmakta ancak periyodik gizden gegirme Kontroller, kuralar yazii ve organizasyon genelinde uygulanmakta ancak giizden gegirme ve izZleme
yapimamaktadir yapimamaktadir.
_ Uygulanmakta, denetlenmekte ve kurum ihtiyacknna gdre  Kontroller, kuraliar yazih ve organizasyon genelinde uygulanmakta perfyodik denetlenmekte, gozden
wyilegtirimektedir gecirimekte ve iyilestirimektadic

Boliim 2-Bilgi Varhiklan Giivenligi Yénetimi

4 ) Kurumsal bilgi varliklannin (kisisel ve gizlilik icerek veriler dahil) korunmasina yénelik gerekli yontemler uygulanmaktadir; =
« Onemli kurumsal varlklan belirlenmistir ve envanteri tutulmaktadr,
« Bilgi varliklannin kurumdaki ilgili sahibi (korunmasindan sorumlu olacak birim, kisi) bellidir,
« Bilgi varliklannin; alma, yaratma, kullanim, saklama, paylasim, siinme, elden gkarma, vb. gibi tim siireclerde korunmasina ynelik dnlemler alinmistir, kurallar
belirlenmistir, kurum calisanlari ve dig kullaniciar bilgilendirimistir,
+ Manuel veya bilgi sleme ortaminda islem yapimasi gizetmeksizin bilgi varliklan igin givenlik dnlemleri alinmaktadir.

Yardmor Not: Kurum igin dnemif Bir cok tiote Bilgi varldgh olabilr. Buniara drmelder;

Bigi varldar: veritabamy, veri dosyas, kontratr, editim materyal kbvuzbr, operasyonel bigier, arsiv bigieri
Yazim vanlkBn: uyguima yazimy, yazibm gelstime aracer

Fiziksek varlidar: bigisayar ekipmany, detisim ekipmany, tasmabiir medya

Servisler: Bigi lem ve fetimim senvisler), havalai 8, gUE SEtemy, istma, skendima

Insan varikdan: nitelider tecribeler
Dokunulmaz varikiar: organzasyenun imai ve reputasyony

Varikiann kabu/ ediebilr kulsnimna yinelk kuralar; elektr mesajiasma ve intemet kulammy, mobi chazlaan kurum dgnda kulammy hususinm da icermelidi,

The Graduate School of Natural and Appied Sciences of the Cankaya Ui
f) e E Lev
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Figure 15. Assessment Questions Module-Section 2
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Bilgi Giivenligi Farlandalik ve Uygulama Seviyesi Kullanici Adi Parola

DeQerle“dlrme Araci Daha dnceki degerlendirmenize ulasmak igin belirlediginiz kullamic ad
| Amag ve Kullanim | [ Kurum Bilgilers | [ parola ciftini giriniz.

Tiim sorulan asagidaki segeneklere gire yamtlayimz.

1 - Uygulanmamakiadir Yonetimin gerekliii konusunda farkindahdi yoktur, bu konuda kurumsal bilinglendirimeye gerek vardir.
Ytinetim tarafindan gerekliigi biinmekte, uygulanmasi planianmaktadir, herhangi bir politka ve kural
olusturulmamistir.

Madiren veya kisitl seviyede kural ve kontrol uygulanmaktadr. Politika ve kuralar yazih dedil veya kismen

2 - Farkindalk mevcut ancak uygulanmamaktadr

3 - Kismen uygulanmaktadir

yaziidir.
_ Uygulanmakta ancak periyodik gdzden gecirme Kontroller, kurallar yazi ve organizasyon genelinde uygulanmakta ancak gbzden gegirme ve izleme
yaplmamaktadir yaplimamaktadir.
_ Uygulanmakta, denetlenmekte ve kurum ihtiyaclnna gdre  Kontroller, kurallar yazih ve organizasyon genelinde uygulanmakta periyodik denetlenmekte, gézden
iyilestirimektedi gegirimekte ve iyilestirlmektedir

Biliim 3-Insan Kaynaklar Giivenliiji Yonetimi

7 ) Tiim kurum galisanlan icin, bilgi givenlik egitim progran vardir ve bu kapsamda periyodik olarak fark wve egitim 1 adw.

+ Egitim programi; yonetim kademesi ve gegici personeli de kapsamaktadrr,

« Baslngig farkindalk editimi sonrasinda, periyodik bilglendirme ve editim galsmalan dizenlenmektedir. Su hususlar igerimektedir; kurumun bilgi givenligi politikalan ve
beklentileri, bilgi giivenlidi sorumiulukian, olasi tehdit ve zaafiyetler, Gnlem ve kurallar, bilgi sistemleri ortamiarinin dogru kullzmimi (baglanma-erisim, sifre kullznimi, vb.),
+ Egtim-calistay sonuglan ve bilgi glvenligi davranlslarma yansimalan gozlem\enmekted\r

Ya, 'G.{ﬁ?{f Not' Tiim ga.tisarta 7 iapsa

grup callsmas yap.
rigin daha uiak aym

8)¢C (gecici I, yiiklenicil ve ucuncu taraf kullamcﬂar da dahil), kuruma girerken, kurumla calisirken ve aynlirken, givenlik ile ilgili
roller ve sor 1 k da yazil bilgik isl -, bilgi giivenli@i hususlarnimi bilincli olarak sahiplenmeleri saglanmistir.

+ Calisanfarin. kururnun bilai ativenlidi aereksinimlerini ve kendi Uzerlerine diisen sorumluluklan bimeleri. sahio ckarak. uvaulanmasi icin vandaslk etmeleri ve

iy

Tne Gradluste School of Natural and Applied Sciences of the Cknkays u
for. Sacurity. s5 3
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Figure 16. Assessment Questions Module-Section 3

Bilgi Giivenligi Farlandalik ve Uygulama Seviyesi Kullamici Adh Parola
Deﬁerlendirme Araa Daha dnceki dederlendirmenize ulasmak igin beliredidiniz kullanici adi
|Amagve ‘ |J(ummmlgﬂeri ‘ "Anket | parola ciftini giriniz.
Tiim sorular asagidaki seceneklere gére yanitlayimiz.
1 - Uygulanmamaktadir Yonetimin gereklligi konusunda farkindaligi yoktur, bu konuda kurumsal biinglendirimeye gerek vardir.

Yénetim tarafindan gereklligi biinmekte, uygulanmasi planlanmaktadr, herhangi bir politika ve kural
olusturulmarmistir.
Madiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazih degil veya kismen

2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

yazihdir.
4- Uygulanmakta ancak periyodik giizden gegirme Kontroller, kuralar yazil ve organizasyon genelinde uygulanmakta ancak géizden gecirme ve izieme
yapimamaktadir yapimamaktadir
5- Uygulanmakta, denetlenmekte ve kurum ihtiyaclanna gire  Kontroller, kuralar yazih ve organizasyon genelinde uygulanmakta periyodik denetlenmekte, giizden
tyilestirimektedir geciriimekte ve iyilestirimektedic

Bdliim 4-Fiziksel ve Cevresel Giivenlik Ydnetimi

10 ) Kuruma ait bina ve alanlar icin, bilgi ve bilgi isleme olanaklarini iceren alanlan korumak, yetki disi fiziksel erisimi engellemek icin gerekli givenlik
onlemleri uygulanmaktadir.

« Givenlialanfar, dis ortamdan kapi veya duvarla ayrimaktadir ve yalniz yetkii personelin erisimine izin verilecek sekide giris kontrolleri bulunmaktadir,

« Ofisler ve kuruma ait alankr yetki disi fiziksel erisime karsi korunmaktadir,

# Sistern odasi girisi korunmakta, yalnz yetkii personelin erigimine izin verecek dnlemler alnmistir,

« Giivenli alanfar, bilgi ve bilgi isleme ortamian ve ekipmaniar igin, dofal veya insan kaynakl felaketlerden kaynaklanabilacek hasara karsi fiziksel koruma tasarianmis ve

uygulanmaktadir.

# Hassas bilgininin bulundugu alanlzrda erisimi yapan kisinin gecerlemesi yapimakta, tim erisimlerin kayran (log bilgileri) giivenli olarak tutulmaktadir.

@4 D2 1] ©4 ©s5

11 ) Kurum disindan kuruma giris ¢ikis yapan kisiler (miisteriler, cahsilan firma yetkilileri, kargo servisi, temizlik servisi vb.) igin giivenlikle ilgili gerekli
kurallar belirlenmis ve uygulanmaktadir.

* Teslm alma ve verme iglemleri, kurum givenli alanfannin diginda, ayn bir alanda yapimakta,

# Disandan hizmet alinan kisi ve firmalar igin, kurum givenli alankn diginda, ayn bir calisma alani yaratimakta,

o Zivaretcilerin kabul edildidi alanlar; ofis ve givenli alanlann disinda, ayn bir alanda yapimaktadir. e

The Graduate School of Natural and Appled Sciences of the Cankaya Us
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Figure 17. Assessment Questions Module-Section 4

71




Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullama Adi Parola
Degerlendirme Arac

Daha dnceki dederlendirmenize ulasmak igin belirlediginiz kullzmici adi
|Amaqve Hhmmﬂ’dgﬁeri ‘ "Anket | parola giftini giriniz.

Tiim sorulari asagidaki seceneklere gére yanitlayimiz.

1 - Uygulanmamaktadir Ytnetimin gerekliifi konusunda farkindaldi yoktur, bu konuda kurumsal biinglendirimeye gerek vardir.
v Ytnetim tarafindan gerekliifi biinmekte, uygulanmas: plnlanmaktadrr, herhangi bir politika ve kural

2 - Farkindalk mevecut ancak uygulanmamaktadir olugturulmamstr.

3 Ksmen uygulanmaktadi s:zcll\:rdﬁ!rn veya lsith seviyede kural ve kontrol uygulanmaktadir. Politka ve kuralar yazii dedil veya kismen

4- Uygulanmakta ancak peryodik gozden gegirme Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gozden gegirme ve izleme
yapimamaktadir yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum ihtivaclarna gore  Kontroller, kuraliar yazih ve organizasyon genelinde uygulanmakta periyodik denetlenmekte, gozden
tyilestirimeaktedir gegirimekte ve vilestirimektedir

Boliim 5-Haberlesme ve Bilgi-iletisim Sistemleri Isletim Yonetimi

13 ) Operasyonel ortamda kullanilan bilgi sistemleri ve verilerin korunmasi icin gerekli guvenlik Gnlemleri uygun sekilde uygulanmaktadur.
« Bilgi sistemleri igletimi le igili sletim prosedirleri dokimante edimistir,
» ‘Yetkisiz erigim veya riskleri azaltmak igin, sistem gelistirme, test ve gergek kullznim ortamlan aynimistir. Gergek ve kisisel verilerin test ortaminda kulznimamasi igin
gerekli kurallar mevcuttur ve uygulanmaktadr, =
* Bilgi sistemlerinde dedisiklik yonetimi yaplmaktadir. Ornedin; temel dedisikliklerin takibi ve kayd), planlama ve testi, olasi givenlik etkileri, dedisiklikte problem olmas
durumunda geri alma iglerni,
# Bilgi yedekleme dizenli olarak yapimakta ve yedeklemenin kullanizbilr oldugu test edimekte,
# Bilgi sistemleri kullanimi log kayrtar, bilgi glivenligi olaylan log kayitlan tutulmakta, periyodik gézden gecirimektedir.
« Garevler ayrid ikesi uygulanmaktadir.
Yardimea Not: Sistem gelistinimest siirec], risiderin azaltimas: icin giiventic hususin didate alnarak yonetimel
me artamin, gercek kulanim ortamndan 3) olmas;, dedisidie
i me yapimas kurumun bigi sistermlerinin siir

imedin ver
netimes; ge:

un sekide korunmasna sunbr
me ortamnga test verst clbrak
i sistern anzas, giiveniic saldins

©4 G2 [SF]

14 ) Bilainin biitiinli@inin korunmasi icin kétii nivetli vazihm kodlarina (bilaisavar viriisleri. solucan. truva ati. vb.) karsi aerekli aiivenlik Gnlemleri
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Figure 18. Assessment Questions Module-Section 5

Giivenligi Farkindalk ve Uygulama Seviyesi Kullama Adi Parola
Degerlendirme Araci

Daha énceki deferlendirmenize ulssmak igin belirledifiniz kullame adi

| Amagve || Kurum Bilgiteri | | | parola giftini giriniz.

Tiim sorular asagidaki seceneklere gire yamtlayiniz.

1 - Uygulanmamaktadir Yonetimin gerekiligi konusunda farkindal yoktur, bu konuda kurumsal biinclendirimeye gerek vardir.
. Yonetim tarafindan gerekliidi biinmekte, uygulanmasi planlanmaktadir, herhanai bir politika ve kural
2 - Farkindalk meveut ancak uygulanmamaktadir olugturulmamstr.
3 Kemen uygulanmakeadi )I‘f:zcll‘:;s‘zp veya kisit seviyede kural ve kontrol uygulanmaktadir. Politka ve kuraliar yazih dedil veya kismen
_ Uygulanmakta ancak periyodik gdzden gegirme Kontroller, kurallzr yazih ve organizasyon genelinde uygulenmakta ancak gdzden gecirme ve zleme
yapliimamaktadir yapimamaktadr.
_ Uygulanmakia, denetlenmekte ve kurum ihtiyaclarna gtre  Kontroller, kurallar yazii ve organizasyon genelinde uygulinmakta periyodik denetlenmekte, gdzden
wyilestirimektedir gecirimekte ve filegtirimektedir

Boliim 6-Bilgi Sistemleri Erisim Kontrol, Gelistirme ve Bakim Yonetimi

16 ) Bilgi sistemleri ve izerindeki verilere erigsim ve yetki dogrultusunda kullanim icin gerekli gi lik & i alinmis ve adw.

¥
+ Kulanio tamimianmasi, kaldinlmas, erisim parola/sifre tahsisi bir sisternatik dofrultusunda ve kayith olarak yapimaktadrr. Periyodik gézden gegirierek, gerekli olmayan
kullznici tanimian kaldirimaktadir,

+ Kulanicilar, parola/sifre belilenmesi ve kullaniminda, i giivenlk uygularalanni zlemeleri igin yinlendirimektadir,

+ Her kullamicya ayn ve tniter bir kullanic adi ve sifresi verimekte, erisim ve yetkiendirmede esas alinmaktadir,
+ Bilgi kaynakian ve bilgi sistemi uygulamalarina erisimde, dedisik yetkiendirme seviyeleri tamimianmakta, kullznicilarin kendi yetki sevivelerinde erisim yapmalan
saflanmakta ve iZlenmektedir,
« Temiz masa ve temiz ekran politkasi kurum genelinde henimsenmekted\r

Yardime Not: Parols belidenmesi ve »iuwr‘r?f
olmamas;, pervodik olbrak dedi
numerk ve alfa numenk karakte,
seviveler olusturuimal, kulamic
termiz ekian politkas yetkisz ek
— kilith bir ortamda muhaiaza edi
ortamira yetkisiz e kars onlem ) abnmal

= nda i ghivenic uyguBmais,

i karaktenn tekrar

i7
e 'W” f;.rre -torw"ymasr, v, Qﬁgrmewefr ve u,
ve yetki has obrak gézden gegiime
hususiarz dmeklenebil; hassas ve kritik bigierin or i
(=N otu;unm kapal biakimas (log-off), yazic-fax-fotokopi-mai vb.

gei
ve Lilgi .ﬁs*enm"e &

i kularmian E-vi pm&r@

©4
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Figure 19. Assessment Questions Module-Section 6
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| Parola |

Bilgi Giivenligi Farkindahk ve Uygulama Seviyesi Kullanici Adi |
Degerlendlrme Araci Dzha onceki dederlendirmenize ulasmak igin belirlediginiz kullznic adi
| Amag ve || Kurum Bilgileri ‘ "Anket | parola giftini giriniz.

Tiim sorular asagidaki seceneklere gore yanitlayiniz.
Yénetimin gerekliii konusunda farkindalf yoktur, bu konuda kurumsal bilinglendirimeye gerek vardir.
Yanetim tarafindan gereklligi biinmekte, uygulanmasi planianmaktadir, herhangi bir politka ve kural

1 - Uygulnmamaktadr

2 - Farkindalk meveut ancak uygulanmamakiadir olusturuimamstr,

Do lies malseRaee c:xcwillrd?rn veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kuralar yazil degil veya kismen

4- Uygulanmakta ancak periyodik gbzden gegirme Kontroller, kurallar yazih ve organizasyon genelinde uygulanmakta ancak gézden gecirme ve izleme
yaplmamaktadir yaplmamaktadir.

5- _L.lygul_a_nmakm, denetlenmekte ve kurum ihtiyaclanna gdre Kun_t_ruller, kum\la[ yaz_l\_l ve Urga_nizasyun genelinde uygulanmakta periyodik denetlenmekte, gizden
ivilestirimektedi gecirimekte ve yilestrimektedir

Baliim 7-Bilgi Giivenligi Thlali Olay Yénetimi ve Is Siirekliligi Yonetimi

19 ) Bilgi sistemleri ile iliskili bilgi giivenligi olaylar ve zayifiklarinin zamaminda ve diizeltici Gnlemler alinabilmesine imkan verecek sekilde bildirilmesi igin
gerekli yontemler olusturulmus ve uygulanmaktadur.

# Tespit edien veya siiphe duyulan bilgi glivenligi olaylannin hizla rapor edilebimesi icin yintemler meveuttur,

# Bilgi sistemini kullznan tim calisanlar, ylklenicier, Gglinc taraf kulaniclar, herhangi bir glvenlik zayifli siiphe veya tespit durumda raporfamalan konusunda
bilgilendirimiglerdir,

 Bilgi givenligi inlal olaylarinin hizl, etkii ve dizenl yanit verimesi, izZlenmesi ve dederlendirimesi icin ydntemler uygulanmaktadir.

« Thial durumunda bilgi giivenligine iiskin dis otoritelerle (polis, itfaive, telekommunikasyon servis saglayic, ekipman/hizmet servis sadlayici vb.) lletisim kanalan
tanmidir.

icin gerekli o alinmis ve sistematikler olusturulmustur.

of Applied Sciences of the Cankaya Lin

Securiy Awsreness sndl Level Assessment (Th
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Figure 20. Assessment Questions Module-Section 7

Bilgi Giivenligi Farlandalik ve Uygulama Seviyesi Kullamar Adi Parola
Degerlendlrme Araci Daha dnceki degerlendirmenize ulasmak icin belirlediginiz kullamca ad
[ Amagve | [ kurum Bilgileri | [ -] parola giftini giriniz.

Tiim sorulan agsagidaki seceneklere gire yamitlayiniz.
Yonetimin gerekliigi konusunda farkindaldi yoktur, bu konuda kurumsal bilinglendirimeye gerek vardir.

1 - Uygulanmamaktadr
Yonetim tarafindan gerekliigi blinmekte, uygulanmasi planlanmaktadr, herhangi bir politika ve kural

2 - Farkindalk mevecut ancak uygulanmamaktadir TSt

S rnma i e ;?lcll‘:rdsl:rn veya kisith seviyede kural ve kontrol uygulanmaktadrr. Politka ve kurallar yazih dedil veya kismen

4 Uygulanmakta ancak periyodik géizden gegirme Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak giizden gegirme ve zleme
yapimamaktadir yaplmamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum htiyaclanna gore Kontroller, kurallar yazii ve organizasyon genelinde uygulanmakta periyodik denetlenmekte, gozden
wyilestiriimektedir gegirimekte ve iyvilestirimektadir

au A

Boliim 8-Bilgi Giivenligi Uyumluluk ve Izleme Yénetimi

22 ) Hukuka, yasal, diizenleyici ya da sozlesmeye tabi yiikiimliiliiklere ve her tiirli giivenlik gereksinimlerine iliskin ihlallerin Gnlenmesi igin gerekli
onlemler alinmaktadir
« ligili tim yasal dlizenleyici ve sizlesmelerden dodan gereksinimleri ve kurumun bu gereksinimleri karsilama yaklasimi ddkiimante edilerek tanimianmakta ve gincel

tutulmaktadir,

« Fikri mikiyet haklarna gdre yazlm Grinlerinin kullanimi Gzerindeki yasal, dizenleyici ve anlasmalarl dogan gereksinimlere uyum saglayan proseddrler
gergeklestirimektedir,

+ Onemli kurumsal kayitlar; kaybedimeye, yok edimeye ve sahteciie karsi uygun sekide korunmaktadir,

+ Verilerin ve kisise| bilgilerin gizlliginin korunmasi saglanmaktadir,
+ Bilgi isleme olanaklarinin yetki disi ve kitiiye kullanimimi dnlemek icin gerekli izlemenin yapilmasi ve tespitinde cezai ve vasal islemlerin yiiriitilmesi saglanmaktadir,
.

Kriptografk kontroller, yasal diizenlemelerle uyum iginde yapimaktadir

1 ®2 ®3 Da

23 ) Kurumun giivenlik politikalarina ve standartlarma uyumlulugun saglamasi ve siirdiiriilmesi yonetim tarafindan izlenmekte ve giivence altina
alinmaktadir.

« Yoneticler sorumluluk alanlarindaki tim glvenlik prosedirlerinin dodru olarak gergeklestirimesini saglamaktadiriar,
« Bilgi sistemlerinin belirlenen glvenlik standartiaryla uyumiuk icinde oldugu, donanim ve yaziim kontrollerinin uygulandidl, duzenli aralkiaria kontrol edimektedir, =
E RES s e e i P A R S T S B

A i R A S S ST A SR A Lo AL S S e R g
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Figure 21. Assessment Questions Module-Section 8
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4.4.5. Assessment Results Module

When the user completes the assessment and presses the complete button
(“Tamamla”) fourth tab is formed to access the assessment results (“Sonuc”)
module interface. The tab is created for the first time user whereas if the user is
accessing the previous assessment record, the tab already appears to show the
earlier assessment results. The user can scroll up and down within the pages.
Sample test user results are provided below.

The results are placed in a table with short description of the question and the
relevant score of the item. The scoring scale is placed above the table for ease of
reference. The selected group if given the name of the organization are provided at
the top as shown in Figure 22.

Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi Kullanici Adi | | Parola | | [Sakla
Deqerle“dlrme Araq Dederlendirme kaydiniza dzha sonra tekrar erismek veya gincellemek
|Amg T ‘ | Kurum Bilgileri | | Anket | { ‘ istiyorsaniz, ltfen bir kullania adi ve parola giriniz

Bilgi Giivenligi Yonetimi Degerlendirme Sonuglan -

Secilen Grup : Bilgi Giivenligi tedbirleri ORTA DUZEYDE gerekli
Kurum Adi : TEST USER

m,

Degerlendirme Puanlamasi

1 - Uygulanmamaktadir Ydnetimin gerekliifi konusunda farkindald yoktur, bu konuda kurumsal bilinglendirimeye gerek vardir.

Yaonetim tarafindan gerekliigi biinmekte, uygulanmasi planlenmaktadir, herhangi bir politka ve kural
olusturulmarmistir.
Madiren veya kisith sevivede kural ve kontrol uygulanmaktadir. Politka ve kurallar yazi degil veya kismen

2 - Farkindalk mevecut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

yazihdir.
s Uygulanmakta ancak periyodik gézden gecirme Kontraller, kurallar yazili ve organizasyon genelinde uygulanmakta ancak giizden gecirme ve iZleme
yapimamaktadir yapimamaktadir.
5- _legulanmakta._denetlenmekte ve kurum ihtiyaglarna gore Kont_ro\ler, kural\_a( vaz_ll_l Ve organzasyon genelinde uygulanmakta periyodik denetlenmekte, gdzden
iyilestirlimektedir gegirimekte ve iyilestirimektedir

(Puan, cevap anahtanndan secien cevaba gdre 1 i 5 arasmda veril. 1 en dlisik, 5 en yiksek puandy)

Soru I Puan

Bolum 1-Bilgi Guivenlifine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 3
2} Organizasyonel yapilanma 3
3) Kurum ici ve digi sbzlegme-anlagmalar 3
Bolim 2-Bilgi Varhklan Guvenligi Yonetimi

4) Bilgi varliklannin kerunmasi 2
S} Bilgi varliklan siniflandirmasi 1
|5} Bilgi varliklan risk degerlendirme 1
Bolum 3-insan Kaynaklan Guvenligi Yonetimi

7' Bilgi givenligi farkindalk ve egitimi 1
2) Bilgi givenlidi roller ve sorumiuluklar 2
9) ise alinan ve ayrilan personel — givenlik hususlar <

Bolim 4-Fiziksel ve Cevresel Givenlik Yonetimi ¥

Figure 22. Assessment Results Module - Score Table

Scrolling through the results, summary of the score table is placed at the bottom of
the table. Scoring 5 at each question would result with 120. The summary shows the
total of the score of the items in comparison to 120. It also shows the average score
of the assessment items. The summary table also includes the benchmarking values
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belonging to the specific group; the ideal value and the average value from the

benchmarking information in the database pre-set based on the expert view. A

sample screen is given in Figure 23. This approach is explained in chapter 3.

Degerlendirme Araci

Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi

Kullanic Adi Parola

Dederlendirme kaydinza daha sonra tekrar erigmek veya gincellemek
istiyorsaniz, litfen bir kullanici adi ve parola giriniz

| [Sakla

| Amag ve Kullamm | | Kurum Bilgileri | | Anket ‘ ‘ C ‘
Ty - .

11) Kurum disi kigiler- fiziksel gavenlik

12) Ekipman ve techizat givenligi

Boliim 5-Haberlegme ve Bilgi-i\alig\m Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi giivenligi

14) Zararl yaziimlara karsi giivenlik

15) Bilgi iletisim ortamian givenligi

Bolim 6-Bilgi Sistemleri Erigim Kontrol, Geligtirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glvenligi

17) Ag erigimi givenligi

18) Bilgi sistemleri geligtirimesi ve bakimi

Bolum 7-Bilgi Guvenligi inlali Olay Yonetimi ve i§ Surekliligi Yonetimi

19) Bilgi Sistemleri glivenlik ihlali yonetimi

20) Bilgi sistemleri olasi anza ve kesinti yénetimi

[21) lg sirekliigi yonetimi

Boliim &-Bilgi Guivenligi Uyumluluk ve izleme Yonetimi

22) Glvenlikle ligkili yasal yikimiiliklere uyum

|23) Glvenlik politikalarna ve standartlara uyum ve teknik uyum

124) Bilgi giivenlifi ydnetimi izleme ve denetimi

[Toplam

Ortalama Deder

Secilen Grup : Bigi Givenlidi tedbirleri ORTA DUZEYDE gerekli

Kurumun aldigi Puan

Secgilen gruptaki ideal

Secilen gruptaki

seviye puani ortalama seviye puan)|

[Toplam Puan

68.00 / 120.00 puan

101.28 1 120.00 puan

64.56/120.00 puan

Her bilgi giivenligi dederlendirme maddesindeki ortalama
puan:

283

4.22 269

* Tirkive igin ideal ve artabma puanizs, igil grup g uzman gortisien ainarak yakiask dederer obrak belrenmisti,

) By Maltem Kocamusialaoguitan - Supervised by: Prof.Dr. Taner ALTUNOK

m

m

Figure 23. Assessment Results Module - Score Table Summary

Scrolling through the results, the radar graphic presentation is shown. A sample

screen is given in Figure 24. Short descriptions of the questions are given. The ideal

values of the selected group is shown with red color, the average values of the

selected group is shown with black color and the values of the organization are

shown with blue color. The radar graphic representation has been used to clearly

demonstrate to the user the status and items for improvement as well as relevance

to the ideal and average.
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Bilgi Giivenligi Farkindahk ve Uygulama Seviyesi Kullamicr Ady | Parola | |
DeQerlendlrme Araci Dederlendirme kaydinza daha sonra tekrar erismek veya guncellemek
|A|nﬂq ve Kullamm H Kurum Bilgileri | | Anket ‘ [ | istiyorsaniz, litfen bir kullanic adi ve parola giriniz

i
— . Bigi giivenhiji politias
Bilgi yénatimi eme ve denstimi Organizasyonsl yapdanma
Giivenik politkalanna ve standartlara uyum ve teknik uyum Kurum igi ve digt sézkesme-anlasmalar
Gilvenlikls figkill yasal yikimiiikere yum Bilgi varkklnnin korunmas:
5 shrekiifgi yBnatimi Biigi varkkizn smiflandsmas
ilgi sistemler olaz anza ve kesinti yénstimi ilgi varkklan risk dederendirme
Bilgi Sistemier giivenik ihisl yonetimi Bilgi giivenii farondaik ve ajitmi
Bilgi sistemieri gelistirimesi ve bakom Bilgi giiveniji roller ve sorumbuluklar
A enigimi giveniigi I32 sknzn ve synlan parsonsl - glveniic hususian
-
n e S i - o %
. Emieri ve veriler engim giveniigi Fizksel givenik
| W K
Bilgi letigim ortamian giiveniji Kurum diss kisiler- fiziksel giivenic
Zararh yambmisrs kargt iivenic Ekipman ve techizat gii
Operasyonal bilgi sistemi givenigi

Study] By Meltem Kocamustafzodullan - Supervised by: Prof.Dr. Taner ALTUNGK

Figure 24. Assessment Results Module - Radar Graphic

At the bottom of the radar graphics, summary and recommendation box is
presented. Based on the assessment results the overall status of the organization is

stated as one of the below:

i. ldeal Level: If the organization’s security assessment results are
equal or above compared to the ideal level in their respective group.

i. Average Level: If the organization’s security assessment results are
equal or above compared to the average level in their respective
group.

i. Below the Average: If the organization’s security assessment results
are below compared to the average level in their respective group.

Based on one of the result, short recommendation and guidance is displayed

accordingly.
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Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi
Degerlendirme Araci

Kullanicr Adi |

Parola | [sakla

Dederlendirme kaydiniza daha sonra tekrar erismek veya giincellemek
istiyorsaniz, litfen bir kullanici adi ve parola giriniz

\

varikan st

Kurumun Bilgi Giivenligi Yénetimi Genel Seviyesi : Ortalama Seviyede
Kurumunuzun bilgi givenligi ihtiyaci : Orta Duzeyde

Bilgi gi ligi yonetim iyesi gr
Buna gire asadidakier dnerimekiedic:

.

.

.

ortalama diizeydedir.

Bu seviyeyi korumak ve ivilegtirmek icin; kurum farkindalk ve bilinglilk seviyesinin yilksek tutulmasi ve stirekliliginin sadlanmasi. Bunun igin yénetimi ve tiim calisanlar kapsayan kurum igi
interaktif editim-galistaylar yapimas.
Radar grafidi ve deferlendirme sonudarina gére; ivilestirimesi gerekli hususlann belirlenmesi, gézden gecirme ve iyilestirme cahsmalan yapimasi, Bunu yaparken, uluslararasi
standartiar (Grnedin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlar) dikkate almak yol gésterici olacaktr.

Grubunuzdaki ideal seviyeye ulasmanin hedeflenmesi,

Figure 25. Assessment Results Module - Level and Recommendation

At the bottom of the assessment, a resulting evaluation carnet is provided with a

table. Summary of the level is provided for 8 sections in the first table as well as for

each security item in the second table as shown in the Figure 26.

Bilgi Giivenligi Farkindalik ve Uygulama Seviyesi
Degerlendirme Araci

‘ Amag ve Kullamim ‘ ‘ Kurum Bilgileri | | Anket ‘ ‘ n ‘

Kullanici Adi

s

Parola | [sakia]

Dederlendirme kaydinza daha sonrz tekrar erismek veya giincellemek
istiyorsaniz, litfen bir kullama adi ve parola giriniz

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenlii Yonetimi — Konu Baghklan

Seviye

Bilgi Giivenlijine Kurumsal Yaklagim

Ortalama Seviyede

Bilgi Varliklar Givenlidi v dnetimi

Ortalamadan Dugdk Seviyede

insan Kaynaklan Givenligi Yonetimi

Ortalamadan Digik Seviyede

B EE

Fiziksel ve Cevresel Givenlik Yinetimi

Ortalama Seviyede

Haberlesme ve Bilgi-letisim Sistemleri isletim énetimi

Ortalama Seviyede

Bilgi Sistemleri Erigim Kontrol, Geligtirme ve Bakim ‘v &netimi

Ortalama Seviyede

Bilgi Giivenligi ihlali Olay Yonetimi ve i;s Sarekliigi ¥ dnetimi

Ortalamadan Digik Seviyede

Bl B B

Bilgi Giivenligi Uyumluluk ve izleme Y dnetimi

Ortalama Seviyede

Bilgi Guivenligi Yonetimi — Konu Baghklan

Seviye

m

Bilgi giivenligi politikasi

Ortalama Seviyede

Organizasyonel yapilanma

Ortalama Seviyede

Kurum ici ve digi sBzlesme-anlagmalar

Ortalama Seviyede

Bilgi varlklaninin korunmasi

Ortalamadan Digik Seviyede

Bilgi varliklan siniflandirmasi

Ortalamadan Digik Seviyede

Bilgi varliklan risk dederlendirme

Ortalamadan Digiik Seviyede

Bilgi givenligi farkindalik ve editimi

Ortalamadan Digiik Seviyede

Bilgi giivenligi roller ve sorumluluklar

Ortalamadan Digik Seviyede

FEEEEEEEEE

Iz alinan ve ayrian personel— givenlik hususlan

Ortalama Seviyede

Fiziksel givenlik

Ortalama Seviyede

m

Kurum digi kigiler- fiziksel givenlik

Ortalama Seviyede

Ekipman ve techizat givenligi

Ortalama Seviyede

(Operasyonel bilgi sistemi gvenligi

Ortalamadan Digdk Seviyede

|Zararh yaziimlara kargi givenlik

Ideal Seviyede

Bilgi iletigim ortamlan glvenligi

Ortalama Seviyede

Ideal Sauivade

Figure 26. Assessment Results Module — Evaluation Carnet
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The results of the assessment can be printed by using print button (“Yazdir”) at the
very bottom of the screen. The result can also be saved to a file in pdf format.

4.5. TESTING AND UTILIZATION

For testing of the tool, possible test users need to be identified. In order to test user
for the three different groups, test users with different level of security requirements
would be preferred as well as organizations from different sectors and sizes. With
this consideration, invitation and personal contact has been done to many
organizations. The biggest difficulty was inability to have large number of voluntary
test users, mainly due to the nature and sensitivity of the topic. These organizations
preferred not to conduct the assessment.

In order to progress, personal inquiry has been made to contact own network of
organizations and very selective range of organizations have been identified. They
have used the tool for the awareness and implementation level assessment of their
organizations. In all of the test users the assessment was conducted by the people
at management level; most of them having good knowledge on information security
and information technologies due to their position and background. Two of the test
users were exceptions; who do not have information security knowledge or
background. It has been confirmed with the organizations that their names will not
be disclosed in the study but only their selected group, field of activity and size
information.

Information regarding the twelve test user organizations are provided in the Table 13
including; selected security group, field of activity and the organization’s size.
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Table 13. List of Test Users

NACE Field of Activity -

Number Group Code Sector Informa:,ion Size
1 1 J INFORMATION AND COMMUNICATION L
2 1 0] PUBLIC ADMINISTRATION L
3 1 0] PUBLIC ADMINISTRATION L
4 1 K FINANCIAL AND INSURANCE ACTIVITIES L
5 1 M PROFESSIONAL, SCIENTIFIC AND TECHNICAL S

ACTIVITIES
6 2 M PROFESSIONAL, SCIENTIFIC AND TECHNICAL S
ACTIVITIES
7 3 J INFORMATION AND COMMUNICATION S
8 3 J INFORMATION AND COMMUNICATION S
9 1 J INFORMATION AND COMMUNICATION S
10 2 P EDUCATON M
11 2 P EDUCATON S
12 2 J INFORMATION AND COMMUNICATION S

In order to review the assessment results of the test users, the benchmark values

for each group needs to be re-addressed. Based on the expert consultation, the

benchmark values for each group that are pre-set in the database are given in Table

14.
Table 14. Benchmark Values of the Different Groups
High Security Measures MEDIUM LEVEL LOW LEVEL
are Required Security Requirements Security Requirements

Group-1 Group-1 Group-2 Group-2 Group-3 Group-3

Average Ideal Average Ideal Average Ideal
Total 88.33 118.00 64.67 101.33 44.67 71.00
Average 3.68 4.92 2.69 4.22 1.86 2.96
score/item

Review of assessment results for organizations belonging to Group-1 and having

high level of security countermeasure requirements are given in Table 15.
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Table 15. Assessment Results for Group-1 Organizations

High Security o Avg.of
Measures are Number of the Organization L.
Required Organizations
Group-1 Group-1
Average Ideal ! 2 & . : 9
88,33 118,00 107 119 61 120 66 120 98.83
3.68 4.92 4.46 4.96 2.54 5.00 2.75 5.00 4.12
Overall Mid ldeal | SO%C" | igeal | L0V | |geal Mid
Level: Level Level than Level than Level Level
' Average Average

Review of assessment results for organizations belonging to Group-2 and having

medium level of security countermeasure requirements are given in Table 16.

Table 16. Assessment Results for Group-2 Organizations

Medium Security N Avg.of
Measures are Required Number of the Organization Organizations
Group-2 Group-2
Average Ideal e 19 U Iz

64.67 101.33 77 68 66 68 69.75
2.69 4.22 3.21 2.83 2.75 2.83 2.90
Overall Mid Mid Mid Mid Mid
Level: Level Level Level Level Level

Review of assessment results for organizations belonging to Group-2 and having

low level of security countermeasure requirements are given in Table 17.

Table 17. Assessment Results for Group-3 Organizations

Medium Security Number of the Avg.of
Measures are Required Organization Organizations
Group-3 Group-3 7 8
Average Ideal

44.67 71.00 83 78 80.5
1.86 2.96 3.46 3.25 3.35
Overall Ideal Ideal Ideal

Level: Level Level Level

The assessment results and details of test user organizations are provided in the

appendices to this report (APPENDIX C).
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4.6. EVALUATION OF THE TEST RESULTS

The overall evaluation is that;

i. The assessment model and tool has been tested and the tool properly
operates.

i. It has been found useful for organizations having different information security

requirements.

i. All test user organizations believed that such tool can support to have positive
impact for awareness-raising on information security at management level as

well as SME organizations with low awareness level on the subject.

iv. Test users agree that self-assessment facilitates environment for organizations

to objectively and sincerely evaluate their own status.

v. Test users found the presentation of the results understandable and useful for

self assessment regarding information security management.
vi. Benchmark has been a motivating factor in the assessment result.

vii. Radar graphic was well selected presentation of the result. Additional graphical
presentation can also be useful to add.

Test user assessment results have been reviewed. Regarding the test users under
Group-1; all are large scale organizations except number 9. Organizations 2, 4 and
9 have scored ideal level. All three have legal obligations for compliance due to their
sector or they already have certification for information security and they have
obligation to be in compliance with the relevant standard. One of them is ISO/IEC
267001 certified and another has COBIT compliance. Organization 9 has
certification and also obligated to comply with security standards in their sector
which is pre-requisite to provide service. Organization 2 identified one IS section
that can be further improved which is Communications and Information Systems
Operations Management. Organizations 4 and 9 have resulted with all the issues
scoring highest 5. Although they may be in compliance with security standards, they
may have overestimated their situation since no issues are identified which could be
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improved. Organization 1 plans to get information security certification and has used
to tool to identify which IS items can be given priority for improvement. Organization
3 which is large scale public authority with established IT department. IT department
is well aware of their security requirements and in the process of establishment of
information security management system. This organization has sincerely reflected
the existing situation which made the average of this group more realistic.

Regarding the test users under Group-2; none of them have security compliance
obligations. Two of them are small scale organizations having premises at
technology centers. One of them, organization 12, is already aware the security
requirements yet identified important security issues that need improvement based
on the assessment result. Organization 6, filled the assessment at management
level and provided the feedback that the tool was useful to raise awareness on
information security issues and to identify own needs to focus for improvement.
Organization 12 has conducted the assessment at management level by user
having information technology background and based on the result of the tool
decided to initiate information security improvement project within the organization.
Both organization 10 and 11 are users from education sector and made use of the
results as overall assessment of their implementation level and decided to further
investigate the items that need to be improved.

Regarding the test users under Group-3; the two test user organizations have low
requirement to take information security measures. They both do not have security
compliance obligation. They both are small scale and are in information and
communication sector and having premises at technology centre. They are very
aware of their security requirements and the relevant security measures. They have
found their assessment result very useful to re-assure that their current
implementation level is sufficient for their specific requirements yet there are topics
which can be improved which are currently score below the average.
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CHAPTER V

CONCLUSION

The importance of information security management is very evident in today’s
working environment and it will continue to be. No matter the type, size and nature
every organization, based on its own requirements, needs to be aware and establish
own procedures and countermeasures to protect their valuable information assets.
The weakest cycle is human factor and improving the awareness and ownership has
positive impact in strengthening the capacity of the organization concerning
information security. Especially commitment and ownership of management makes
this evolvement more efficient and applicable. Information security certification
records show that Japan is far ahead of its followers and also UK and India also
have quite good numbers. The situation in Turkey has improved impressively in last
couple of years mainly due to legal compliance requirements and raising awareness
both in public and private authorities. Yet improvement is needed especially for the
SME sized organizations that are not willing to invest time or resource into

information security due to lack of awareness or with preconception of complexity.

The objectives of this thesis are achieved;

i Prototype model and tool is implemented for organization’s self
assessment of information security awareness and implementation level,

i. The tool is implemented to serve as reference point for organizations in
building their security requirements and objectives as well as monitoring
own overall progress,

i A self explanatory web-based tool is facilitated based on ISO/IEC 27001
and ISO/IEC 27002 international security standards and covering
essential and common practice security topics and addressing wide
range of users without the need for prior training or in-depth technical

knowledge on information security,
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iv. Benchmark values are provided for organization to compare self status
with other organizations having similar information security requirements,
V. The tool is implemented with Turkish user interface in order to contribute
for improvement of information security awareness and implementation

among Turkish organizations.

The model and tool is tested by experts having solid professional background on
information security as well as selective users in Turkey from various sectors such
as finance, public authorities, consulting companies and education. The feedback
and results verified that the objectives of the thesis are achieved and the tool can
serve to improve information security awareness and implementation level of the

target users and improve understanding at management level.

The output tool of the thesis is planned to be maintained to sustain its continuity of

utilization.

Due to sensitivity of the subject nature, it would be much more efficient if it can be
supported by a non profit organization or public authority related with information
security. In such case, it can be disseminated to large user base and more

organizations can benefit from its results.

The model and tool can have further enhancement such as the following:

i. The benchmark values are defined with limited number of expert consultation.
These values can be further enhanced by inviting organizations to use the tool
for specific period of time then the values can be used as basis of benchmark.
These values can replace the existing pre-set values in the database.
Afterwards, the tool can be opened again for utilization of its users for self-

assessment.

i. The assessment is currently benchmarking with organizations belonging to the
specific group. Further detail benchmarking can be possible at field of activity
basis if the information can be collected at sector basis when establishing
invitation based benchmarking values to be set in the database. This can
enable sector based status evaluation on information security.
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Vi.

The model and tool incorporates useful tips at the bottom of questions, to
provide guidance to the user on the specific topic. These tips can be further
enhanced with more text or having link to explanatory and supportive
presentations or graphics.

The model and tool is limited to eight sections and twenty four questions.
Number of questions can be extended provided that simplicity is preserved for
the targeted user base.

Further graphical representations such as bar chart can be used to present the

analysis of the assessment results.

Currently user decides which group it belongs to in terms of information
security measures required. This can be further enhanced by having pre-
assessment questions which can based on the answers determine the group
of the user.
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APPENDIX A

EXPERT ASSESMENT RESULTS

Expert-1 Assessment Results

Expert View
1

Sectors Covered: J: Information and Communication, K: Financial and Insurance Activities, M:
Professional, Scientific and Technical Activities, O: Public Administration and Defense; Compulsory

Social Security

Group-1 Group-1 Group-2 Group-2 Group-3 Group-3
Average Ideal Average Ideal Average Ideal
Q S Q S Q S Q S Q S Q S
1 5,00 1 5,00 1 3,00 1 5,00 1 1,00 1 3,00
2 5,00 2 5,00 2 3,00 2 4,00 2 1,00 2 2,00
3 5,00 3 5,00 3 3,00 3 5,00 3 1,00 3 3,00
4 5,00 4 5,00 4 2,00 4 4,00 4 1,00 4 2,00
5 4,00 5 5,00 5 2,00 5 4,00 5 1,00 5 2,00
6 4,00 6 5,00 6 2,00 6 5,00 6 1,00 6 3,00
7 5,00 7 5,00 7 3,00 7 4,00 7 1,00 7 3,00
8 4,00 8 5,00 8 2,00 8 4,00 8 1,00 8 3,00
9 4,00 9 5,00 9 3,00 9 5,00 9 3,00 9 4,00
10 5,00 10 5,00 10 3,00 10 5,00 10 3,00 10 4,00
11 4,00 11 5,00 11 3,00 11 5,00 11 3,00 11 4,00
12 4,00 12 5,00 12 3,00 12 4,00 12 3,00 12 4,00
13 3,00 13 5,00 13 3,00 13 4,00 13 3,00 13 3,00
14 4,00 14 5,00 14 3,00 14 4,00 14 3,00 14 4,00
15 3,00 15 5,00 15 3,00 15 3,00 15 3,00 15 3,00
16 5,00 16 5,00 16 3,00 16 4,00 16 3,00 16 4,00
17 5,00 17 5,00 17 3,00 17 4,00 17 3,00 17 4,00
18 3,00 18 5,00 18 2,00 18 3,00 18 2,00 18 3,00
19 4,00 19 5,00 19 3,00 19 5,00 19 2,00 19 4,00
20 5,00 20 5,00 20 3,00 20 3,00 20 3,00 20 3,00
21 4,00 21 5,00 21 3,00 21 4,00 21 3,00 21 2,00
22 3,00 22 5,00 22 3,00 22 4,00 22 3,00 22 3,00
23 3,00 23 5,00 23 2,00 23 4,00 23 1,00 23 3,00
24 5,00 24 5,00 24 2,00 24 4,00 24 1,00 24 3,00

(Q: Question, S: Score)
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Expert-2 Assessment Results

Expert View
2

Sectors Covered: C: Manufacturing, H: Transportation and Storage, O: Public Administration and

Defense; Compulsory Social Security

Group-1 Group-1 Group-2 Group-2 Group-3 Group-3
Average Ideal Average Ideal Average Ideal
Q S Q S Q S Q S Q S Q S
1 5,00 1 5,00 1 3,00 1 5,00 1 1,00 1 3,00
2 5,00 2 5,00 2 4,00 2 5,00 2 2,00 2 2,00
3 5,00 3 5,00 3 4,00 3 5,00 3 3,00 3 3,00
4 5,00 4 5,00 4 3,00 4 5,00 4 2,00 4 2,00
5 4,00 5 5,00 5 3,00 5 5,00 5 1,00 5 2,00
6 4,00 6 5,00 6 3,00 6 5,00 6 1,00 6 3,00
7 5,00 7 5,00 7 4,00 7 5,00 7 2,00 7 3,00
8 4,00 8 5,00 8 3,00 8 5,00 8 1,00 8 3,00
9 4,00 9 5,00 9 4,00 9 5,00 9 1,00 9 4,00
10 5,00 10 5,00 10 4,00 10 5,00 10 3,00 10 4,00
11 4,00 11 5,00 11 3,00 11 5,00 11 3,00 11 4,00
12 4,00 12 5,00 12 4,00 12 5,00 12 3,00 12 4,00
13 3,00 13 5,00 13 5,00 13 5,00 13 3,00 13 3,00
14 4,00 14 5,00 14 5,00 14 5,00 14 4,00 14 4,00
15 3,00 15 5,00 15 4,00 15 5,00 15 3,00 15 3,00
16 5,00 16 5,00 16 4,00 16 5,00 16 3,00 16 4,00
17 5,00 17 5,00 17 4,00 17 5,00 17 3,00 17 4,00
18 3,00 18 5,00 18 4,00 18 5,00 18 3,00 18 3,00
19 4,00 19 5,00 19 3,00 19 5,00 19 3,00 19 4,00
20 5,00 20 5,00 20 5,00 20 5,00 20 3,00 20 3,00
21 4,00 21 5,00 21 3,00 21 5,00 21 2,00 21 2,00
22 3,00 22 5,00 22 3,00 22 5,00 22 2,00 22 3,00
23 3,00 23 5,00 23 3,00 23 5,00 23 1,00 23 3,00
24 5,00 24 5,00 24 1,00 24 5,00 24 1,00 24 3,00

(Q: Question, S: Score)
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Expert-3 Assessment Results

Expert View
3

Sectors Covered: C: Manufacturing, H: Transportation and Storage, J: Information and
Communication,M: Professional, Scientific and Technical Activities

Group-1 Group-1 Group-2 Group-2 Group-3 Group-3
Average Ideal Average Ideal Average Ideal
Q S Q S Q S Q S Q S Q S
1 3,00 1 5,00 1 2,00 1 4,00 1 1,00 1 2,00
2 3,00 2 5,00 2 2,00 2 3,00 2 1,00 2 1,00
3 3,00 3 5,00 3 2,00 3 4,00 3 1,00 3 3,00
4 2,00 4 5,00 4 2,00 4 4,00 4 1,00 4 1,00
5 2,00 5 5,00 5 1,00 5 3,00 5 1,00 5 1,00
6 2,00 6 4,00 6 1,00 6 3,00 6 1,00 6 2,00
7 2,00 7 5,00 7 2,00 7 4,00 7 1,00 7 3,00
8 3,00 8 4,00 8 2,00 8 3,00 8 1,00 8 2,00
9 3,00 9 4,00 9 2,00 9 4,00 9 1,00 9 3,00
10 3,00 10 5,00 10 2,00 10 4,00 10 2,00 10 3,00
11 2,00 11 5,00 11 2,00 11 4,00 11 2,00 11 3,00
12 3,00 12 5,00 12 2,00 12 3,00 12 2,00 12 3,00
13 3,00 13 5,00 13 2,00 13 4,00 13 1,00 13 3,00
14 3,00 14 5,00 14 2,00 14 3,00 14 2,00 14 3,00
15 3,00 15 5,00 15 2,00 15 3,00 15 1,00 15 3,00
16 3,00 16 5,00 16 2,00 16 3,00 16 1,00 16 3,00
17 3,00 17 5,00 17 2,00 17 4,00 17 2,00 17 3,00
18 2,00 18 4,00 18 1,00 18 3,00 18 1,00 18 3,00
19 2,00 19 5,00 19 2,00 19 4,00 19 1,00 19 3,00
20 4,00 20 5,00 20 2,00 20 3,00 20 2,00 20 3,00
21 2,00 21 4,00 21 2,00 21 3,00 21 1,00 21 2,00
22 2,00 22 4,00 22 1,00 22 3,00 22 1,00 22 2,00
23 2,00 23 5,00 23 1,00 23 4,00 23 1,00 23 3,00
24 3,00 24 5,00 24 2,00 24 4,00 24 1,00 24 3,00

(Q: Question, S: Score)
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Merged Mean Values of Experts To be Used in Benchmarking

Expert Views
merged

Sectors Covered: C: Manufacturing, H: Transportation and Storage, J: Information and

Communication, K: Financial and Insurance Activities, M: Professional, Scientific and Technical
Activities, O: Public Administration and Defense; Compulsory Social Security

Group-1 Group-1 Group-2 Group-2 Group-3 Group-3
Average Ideal Average Ideal Average Ideal
Q S Q S Q S S Q S Q S
1 4,33 1 5,00 1 2,67 1 4,67 1 1,00 1 2,67
2 433 2 5,00 2 3,00 2 4,00 2 1,33 2 1,67
3 4,33 3 5,00 3 3,00 3 4,67 3 1,67 3 3,00
4 4,00 4 5,00 4 2,33 4 4,33 4 1,33 4 1,67
5 3,33 5 5,00 5 2,00 5 4,00 5 1,00 5 1,67
6 3,33 6 4,67 6 2,00 6 4,33 6 1,00 6 2,67
7 4,00 7 5,00 7 3,00 7 4,33 7 1,33 7 3,00
8 3,67 8 4,67 8 233 8 4,00 8 1,00 8 267
9 3,67 9 4,67 9 3,00 9 4,67 9 1,67 9 3,67
10 4,33 10 5,00 10 3,00 10 4,67 10 2,67 10 3,67
11 3,33 11 5,00 11 2,67 11 4,67 11 2,67 11 3,67
12 3,67 12 5,00 12 3,00 12 4,00 12 2,67 12 3,67
13 3,00 13 5,00 13 3,33 13 4,33 13 2,33 13 3,00
14 3,67 14 5,00 14 3,33 14 4,00 14 3,00 14 3,67
15 3,00 15 5,00 15 3,00 15 3,67 15 2,33 15 3,00
16 4,33 16 5,00 16 3,00 16 4,00 16 2,33 16 3,67
17 4,33 17 5,00 17 3,00 17 4,33 17 2,67 17 3,67
18 2,67 18 4,67 18 2,33 18 3,67 18 2,00 18 3,00
19 3,33 19 5,00 19 2,67 19 4,67 19 2,00 19 3,67
20 4,67 20 5,00 20 3,33 20 3,67 20 2,67 20 3,00
21 3,33 21 4,67 21 2,67 21 4,00 21 2,00 21 2,00
22 2,67 22 4,67 22 2,33 22 4,00 22 2,00 22 2,67
23 2,67 23 5,00 23 2,00 23 4,33 23 1,00 23 3,00
24 4,33 24 5,00 24 1,67 24 4,33 24 1,00 24 3,00
Total 88,33 118,00 64,67 101,33 44,67 71,00
Avg.
f;g‘;ge/ 3,68 4,92 2,69 4,22 1,86 2,96
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APPENDIX B

ASSESSMENT TOOL IMPLEMENTATION SAMPLE CODES

$ (document) . ready (function () {
<%

if (attendeeId != null) |
if (attendee != null && attendee.getAttendesId() != null) |

if (attendee.getOrganisationName() != null)
out.write("$('forganisationName').val('"+attendee.getOrganisationName ()+"");");

if (attendee.getSector() != null)
out.write("$('fsector’).val('"+attendee.getSector ()+"');");

if (attendee.getScale() != null)
out.write("$('fscale’).val('"+tattendee.getBcale () +"');");

out.write("AgForm.=setRadioButtonValue ('groupId', '"+attendee.getGroupId() +"

e

Collection<AnswerForm> answers =
(Collection<inswerFomm>) reguest.getAttribute ("anawers");
i1f (answers != null) {
for (AnswerForm ans : anawers) |

out.write("AgForm.setRadioButtonValue ('answer "+ans.getQuestionId()+"','"+
ans.getOptionId()+"');");
!
!
} else {
out.write("AgForm.setRadioButtonValue ('groupId', '1');");
i
} else {
out.write("AgForm.setRadioButtonValue ('groupId', '1');");
j

1f (attendeeId != null) |
if (attendee != null && attendee.getUsername() != null) {
&>
$("#loginDiv').hide(};
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Givenli§i Farkindalik ve Uygulama Seviyesi Dederlendirme Araci</div>
</div>
<div 1d="tabDivControl" style="position: absolute; left:20px; width:1000px;
height:530px; top:35px">
<div class="tabber">
<div class="tabbertab" style="position:relative; height:100%; width:100%;
background-color: white;">
<h2>Mma¢ ve Rullanim</h2>
<br/>
<ul class="isma">
<1i>Bu uygulamanin amaci, bilgl givenlifi ydnetimine yénelik
organizasyonun kendi defierlendirmesini yapabilece§i bir ortam yaratmaktir.
Bilgl givenlifl yénetimine yénelik uygulama seviyesinin belirlemmesi ve
iyilegtimeye yénelik yapilacak planlamada deferlendirilmesi ve temel alinmasi
hedeflenmigtir.</1i>
<li>3orular 6 baglik altinda toplanmigtir, somu¢ alinabilmesi
igin timi cevaplanmalidir. Sorular Bilgi Giivenli§i Uluslararasi standart ISQ/IEC
27001:2005 gereksinimleri ve kontrol hedefleri temsl alinarak
hazirlanmgtir.</1i>
<li>3e¢ilen gruptaki avaraj ve ideal deferler uzman goriigi
alinarak belirlenmigtir. Sonu¢ deferlendirmede; organizasyonun, avaraj ve ideal
deferlere gdre durumu bilgi ve grafik olarak belirtilir. </lix
<ful>
<span style=" font-family:Ubuntu,Tahoma,Brial;font-size: 15; font-
welght:bold; margin-left:30px">BGY Dederlendirme Adimlari:</span>
<ul class="isma numeric">
<li>Organizasyonunuza en uygun grubu se¢in </li>
<1i>Tim belirtilen hususlar igin organizasyonunuzun
uyqulamalarina yénelik en uygun yaniti segin </li>
<li>Deferlendirmeyi baglatmadan énce gézden gegirin,
diizeltmeniz varsa yapin </1li>
<li>Deflerlendime sonucu ekranda html olarak gériintilenir
(zaklayabilir veya basabilirsiniz) </li>
<ful>
</div>

<div class="tabbertab" style="position:relative; height:100%; width:100%;
background-color: white;">
<h2>Furum Bilgileri</h2>
<br/>
<div style="border:1px; background-color:§E0EGFS; margin-left:30px;
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out.write("<td class='optionId
anawer'><input type='radio' i1d='answer " + g.getQuestionId() + "' name='answer
+ g.getQuestionId() + "' - -
value=""+o.getOptionId()+""/>"+o.getOptionId()+"</td>");
}

out.write("</tr></table></div>");

I

out.write("<br/>");

&>
</div>
<div style="font-family:Ubuntu, Tahoma, Arial;font-size: 15; font-
weight:bold; margin-top:10px; margin-right:30px; text-align:right'>
<button type="button" onclick='finishForm() '>Tamamla</button>
</div>
</div>
<% 1f (attendeeId != null) { %>
<div class="tabbertab" style="position:relative; height:100%; width:100%;
background-color: white;">
<h2>8onug</h2>
<IFREME src="assesment/assesment/select.do" style="border: none;
width: 100%; height: 100%;" frameborder="(" name="assesmentAssesment"
1d="asse=mentAszesment"></IFRAME>
</div>
<% } %
</div>
<div style="font-family:Ubuntu, Tahoma,2rial;font-size: 10; font-style:italic;
color:$505050">
The Graduate School of Natural and Applied Sciences of the Cankaya
University<br/>
L Prototype for Infommation Security Awareness and Implementation Level
Lzsessment (Thesis Study)é&nbsp; &nbap;
By Meltem Rocamustafaojullari - Supervised by: Prof.Dr. Taner ALTUNOR <br>
</div>
<fdive

</ form>
</body>
</html>

94



</script>
</head>
<body?>
<div class="p page p break"™>
<span style=" font-family:Ubuntu,Tahoma,Arial;font-size: 15; font-weight:bold;
margin-left:30px">Bilgi Givenli§i Yonetimi Dederlendirme Sonuglari </span>
<div style="border:lpx; margin-left:30px; margin-right:30px; padding: 5 5 5 5;">
<table class='organisation'r
<thody?
<%
out.write("<tr><td>Secilen
Grup</td><td>:</td><td>"+assesment.getGroupText () +"</td></tr>");
put.write("<tr><td>Rurum
Adi</td><td>:</td><td>"+assesment.getOrganisationName () +"</td></tr>");
g
</tbody>
</table>
</div>

<span style=" font-family:Ubuntu, Tahoma,Arial;font-size: 15; font-weight:bold;
margin-left:30px">Deferlendirme Puanlamasi </span>
<div style="border:lpx; background-color:§EQE6F8; margin-left:30px; margin-
right:30px; padding: 5 5 5 5;">
<table class='options'>
<tbody>
<%
List<OptionForm> optionlist = (List<OptionForm>)
request.getAttribute ("optionList");
for (OptionForm o : optionlist)
{
out.write("<tr><td class="optionId'>" + o.getOptionId() +
"&nbsp; -
inbsp;</td><td>"+o0.getOptionText () +"</td><td>"+o.getExplanation () +"</td></tr>") ;
}
&>
</tbody>
</table>
<div style='font-family:Ubuntu, Tahoma,2rial;font-size: 12; margin-top:5px;
margin-left:15px'><i>(Puan, cevap anahtarindan secilen cevaba gére 1 ile 5
arasinda verilir. 1 en diisiik, 5 en viilksek puandir)</i1¥</div>
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<div style=" margin-left:30px: margin-right:30px: padding: 5 5 5 5:">»
<table cellspacing='0' style='border: 1px sclid black;width:500px"'>
<thead style='background-color:eee; font-zize:l5px; padding:none'>
<tr»<th style='border: 1px solid black; width:450px'>»Soru</th><th
style='border: 1px solid black; text-align:center'»Puan</th></tr>
</thead>
<tbody>
<%
long total = 0L;
double avrg:
List<SectionForm» sectionlList = (List<SectionFormx)
request.getAttribute ("sectionList™);
Collection<Long> attendeeScore= new ArrayList<Long>():
Collection<Doubler> idealScore = new ArrayList<Doublex():
Collection<Doubler> averageScore = new ArrayList<Doublex():
Collection<5tring» questionName = new ArrayList<String>():

for (SectionForm 3 : sectionlist)

long sectionlotal = 0:

out.write("<tr»<td colspan='2' style='border: lpx solid
black'><b>»Bdlim "+s.getSectionId()+"-" +3.getSectionText()+"</br</tdy</tr>");

for (QuestionForm g : s.getQuestionz())

out.write("<tr»<td style='border: lpx solid
black'>"+g.getQuestionId()+"™) "+g.getShortText ()+"</td»<td style="border: Ilpx
3olid black; text-align:center'>»"+q.getinawer () +"</tdx</te>");

total += g.getinawer():

sectionTotal += J.getiAnswer|():

g.3etIdealScore (new

Long(l) .equals(assesment.getGroupld({)} ? g.getIdealScoreGl{) : (new
Long(2) .equals(assesment.getGroupld()}) ? g.getIdealScorel2()
1g.getIdealScoreG3())):

g.3ethverageScore (new
Long(l) .equals(assesment.getGroupld()) ? g.getAverageScoreGl() : (new
Long(2) .equals(assesment.getGroupld({)} ? g.getAverageScoreGZ()

rg.gethverageScoreG3()))
attendeeScore.add (qg.getAnswer(}):
idealScore.add(g.getIdealScore()):
averageScore.add( g.getAverageScore()):
questionName.add("'" + g.getShortText(} + "'"}):
}
s.3etScore(sectionTotal) ;
}
avrg = (total/24.0):
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ASSESSMENT RESULTS OF THE TEST USERS
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segilen Grup : Bilgi Giivenligi tedbirleri Y UKSEK DUZEY DE gerekli

KurumAdi  : KURUM 11

Faaliyet Alani : J-BILGI VE ILETISIM

Kurum Olgegi : Biiyiik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 5
2) Organizasyonel yapilanma 5
3) Kurumici ve disi sézlesme-anlagsmalar 5

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 4
5) Bilgi varliklari siniflandirmasi 4
6) Bilgi varliklari risk degerlendirme 4
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 3
9) Ise alinan ve ayrilan personel — giivenlik hususlar 4

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 5
11) Kurum digi kisiler- fiziksel glivenlik 5
12) Ekipman ve techizat guivenligi 5
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 5
14) Zararl yaziimlara kargi giivenlik 5
15) Bilgi iletisim ortamlar glivenligi 5
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 5
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 5
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 5
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 5
21) Is stirekliligi yonetimi 4
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 5
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 4
24) Bilgi glivenligi yonetimi izleme ve denetimi 3
Toplam 107
Ortalama Deger 4.46
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Segilen gruptaki

Secilen Grup : Bilgi Giivenlii tedbirleri YUKSEK DUZEYDE gerekli
Kurumun aldigi Puan Segilen g_;ruptakl ideal .
seviye puani ortalama seviye puani

107.00 / 120.00 puan 118.08 / 120.00 puan 88.32/120.00 puan

Toplam Puan
Her bilgi glivenligi degerlendirme maddesindeki ortalama 446 4.92

3.68

puan:
* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalama Seviyede
Kurumunuzun bilgi giiven htiyaci : Yiiksek Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeydedir.
Buna gore asadidakiler énerilmektedir:

o Bu seviyeyi korumak ve iyilestirmek igin; kurum farkindalik ve bilinglilik seviyesinin yiiksek tutulmasi ve sirekliliginin saglanmasi. Bunun igin yonetimi ve tim
calisanlari kapsayan kurum igi interaktif editim-galistaylar yapiimasi.

e Radar grafigi ve degerlendirme sonuglarina gére; iyilestirimesi gerekli hususlarin belirlenmesi, gézden gegirme ve iyilestirme calismalari yapimasi. Bunu
yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate almak yol gosterici
olacaktir.

e Grubunuzdaki ideal seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklar: Seviye

1 Bilgi Giivenligine Kurumsal Y aklagim ideal Seviyede

2 Bilgi Varliklari Glivenligi Y dnetimi Ortalama Seviyede

3 insan Kaynaklari Giivenligi Y énetimi Ortalamadan Diisuk Seviyede
4 Fiziksel ve Cevresel Giivenlik Y énetimi ideal Seviyede

5 Haberlegsme ve Bilgi-lletigim Sistemleri lsletim Y énetimi Ideal Seviyede

6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi ideal Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve Is Siirekliligi Y dnetimi Ortalama Seviyede

8 Bilgi Giivenligi Uyumluluk ve izleme Y netimi Ortalama Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikasi ideal Seviyede

2 Organizasyonel yapilanma ideal Seviyede

3 Kurum igi ve dig1 sézlesme-anlasmalar Ideal Seviyede

4 Bilgi varlklarinin korunmasi Ortalama Seviyede

5 Bilgi varliklari sinflandirmasi Ortalama Seviyede

6 Bilgi varliklari risk degerlendirme Ortalama Seviyede

7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisiik Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalamadan Diisiik Seviyede
9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalama Seviyede

10 Fiziksel glivenlik ideal Seviyede

11 Kurum dis1 kisiler- fiziksel giivenlik Ideal Seviyede

12 Ekipman ve techizat glvenligi ideal Seviyede

13 Operasyonel bilgi sistemi glivenligi Ideal Seviyede

14 Zararli yazilimlara karsi glivenlik ideal Seviyede

15 Bilgi iletisim ortamlari glivenligi ideal Seviyede

16 Bilgi sistemleri ve verileri erigim giivenligi Ideal Seviyede

17 Ag erisimi glivenligi ideal Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi ideal Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi ideal Seviyede

20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede

21 Is stirekliligi yonetimi Ortalama Seviyede

22 Guvenlikle iligkili yasal yukimitliklere uyum ideal Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalama Seviyede

24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalamadan Diisiik Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segilen Grup : Bilgi Giivenligi tedbirleri Y UKSEK DUZEY DE gerekli

KurumAdi  : KURUM 12

Faaliyet Alani : O-KAMU Y ONETIMi VE SAVUNMA; ZORUNLU SOSYAL GUVENLIK

Kurum Olgegi : Biiyiik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan

Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 5
2) Organizasyonel yapilanma 5
3) Kurumici ve disi sézlesme-anlagsmalar 5

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 5
5) Bilgi varliklari siniflandirmasi 5
6) Bilgi varliklari risk degerlendirme 5
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 5
8) Bilgi gtivenligi roller ve sorumluluklar 5
9) Ise alinan ve ayrilan personel — giivenlik hususlar 5

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 5
11) Kurum digi kisiler- fiziksel glivenlik 5
12) Ekipman ve techizat guivenligi 5
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 5
14) Zararl yaziimlara kargi giivenlik 5
15) Bilgi iletisim ortamlar glivenligi 4
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 5
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 5
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 5
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 5
21) Is stirekliligi yonetimi 5
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 5
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 5
24) Bilgi glivenligi yonetimi izleme ve denetimi 5
Toplam 119
Ortalama Deger 4.96
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Segilen gruptakiideal| Segilen gruptaki
ortalama seviye puani

Secilen Grup : Bilgi Giivenlii tedbirleri YUKSEK DUZEYDE gerekli
Kurumun aldigi Puan p
seviye puani
Toplam Puan 119.00 / 120.00 puan 118.08 / 120.00 puan 88.32/120.00 puan
Her bilgi glivenligi degerlendirme maddesindeki ortalama 4.96 4.92 368
puan: | . :
* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : ideal Seviyede
Kurumunuzun bilgi giiven htiyaci : Yiiksek Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ideal diizeydedir. Tebrikler !
Buna gore asadidakiler énerilmektedir:

e Bu seviyenin korunmasi igin; kurum farkindalik ve bilinglilik seviyesinin ytiksek tutulmasi ve sirekiiliginin saglanmasi. Bunun igin yonetimi ve tiim alisanlari
kapsayan kurum ici interaktif egitim-calistaylarin sirdrilmesi.
o Ideal seviyenin korunmasi igin gerekli gozden gegirme ve iyilestirme dongustnin stirdirilmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklari Seviye
1 Bilgi Glivenligine Kurumsal Y aklagim ideal Seviyede
2 Bilgi Varliklari Glivenligi Y 6netimi ideal Seviyede
3 Insan Kaynaklari Giivenligi Y énetimi Ideal Seviyede
4 Fiziksel ve Cevresel Guvenlik Y énetimi ideal Seviyede
5 Haberlesme ve Bilgi-lletisim Sistemleri Isletim Y énetimi Ortalama Seviyede
6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi ideal Seviyede
7 Bilgi Giivenligi inlali Olay Y &netimi ve is Strekliligi Y énetimi ideal Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ideal Seviyede
Bilgi Giivenligi Yonetimi - Hususlari Seviye
1 Bilgi glivenligi politikas1 Ideal Seviyede
2 Organizasyonel yapilanma ideal Seviyede
3 Kurum igi ve dig1 s6zlesme-anlagmalar ideal Seviyede
4 Bilgi varlklarinin korunmasi ideal Seviyede
5 Bilgi varliklari sinflandirmasi ideal Seviyede
6 Bilgi varliklari risk degerlendirme Ideal Seviyede
7 Bilgi glivenligi farkindalik ve egitimi ideal Seviyede
8 Bilgi glivenligi roller ve sorumluluklar ideal Seviyede
9 ise alinan ve ayrilan personel — giivenlik hususlari ideal Seviyede
10 Fiziksel glivenlik ideal Seviyede
11 Kurum dig1 kigiler- fiziksel glivenlik ideal Seviyede
12 Ekipman ve techizat glivenligi ideal Seviyede
13 Operasyonel bilgi sistemi glivenligi ideal Seviyede
14 Zararli yazilimliara kars1 glivenlik Ideal Seviyede
15 Bilgi iletisim ortamlari glivenligi Ortalama Seviyede
16 Bilgi sistemleri ve verileri erigim glivenligi ideal Seviyede
17 Ag erisimi gliivenligi ideal Seviyede
18 Bilgi sistemleri gelistirimesi ve bakimi ideal Seviyede
19 Bilgi Sistemleri giivenlik ihlali yonetimi Ideal Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede
21 Is stirekliligi yonetimi ideal Seviyede
22 Giivenlikle iligkili yasal ytkumliliklere uyum ideal Seviyede
23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum ideal Seviyede
24 Bilgi glivenligi yonetimi izleme ve denetimi ideal Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segilen Grup : Bilgi Giivenligi tedbirleri Y UKSEK DUZEY DE gerekli

KurumAdi  : KURUM 13

Faaliyet Alani : O-KAMU Y ONETIMi VE SAVUNMA; ZORUNLU SOSYAL GUVENLIK

Kurum Olgegi : Biiyiik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan

Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 3
2) Organizasyonel yapilanma 1
3) Kurumici ve disi sézlesme-anlagsmalar 2

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 2
5) Bilgi varliklari siniflandirmasi 2
6) Bilgi varliklari risk degerlendirme 2
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 1
8) Bilgi gtivenligi roller ve sorumluluklar 1
9) Ise alinan ve ayrilan personel — giivenlik hususlar 2

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 4
11) Kurum digi kisiler- fiziksel glivenlik 3
12) Ekipman ve techizat guivenligi 3
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 3
14) Zararl yaziimlara kargi giivenlik 3
15) Bilgi iletisim ortamlar glivenligi 4
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 4
17) Ag erigimi giivenligi 4
18) Bilgi sistemleri gelistirimesi ve bakimi 2
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 3
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 3
21) Is stirekliligi yonetimi 3
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 2
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 2
24) Bilgi glivenligi yonetimi izleme ve denetimi 2
Toplam 61
Ortalama Deger 2.54
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Secilen Grup : Bilgi Giivenlii tedbirleri YUKSEK DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

61.00/120.00 puan 118.08 / 120.00 puan 88.32/120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 254 4.92 368

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

Bilgi gilveniiji politikas:

Bilgi giiveniidi yénatimi zleme ve denetimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji I3= abnan ve aynisn personel — giivendik hususlan

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik - . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalamadan Diisiik Seviyede
Kurumunuzun bilgi giiven
Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeyin altindadir.
Buna gore asadidakiler énerilmektedir:

htiyaci : Yiiksek Diizeyde

Oncelikle kurum icin bilgi giivenligi farkindaligi bilgilenme egitim ve/veya calistayi gerceklestirimesi cok énemidir. Bu egitimin dncelikle yonetimi ve ilgil kisileri
kapsamasi ve daha sonra kurum geneline yayginlastirimasi uygundur. Bu galistaylarin kurum iginde periyodik olarak ve interaktif yontemlerle yapilmasi;
calisanlarin bilincinin aktif ve stirekli tutulmasi ve bilgi glivenliginin giinliik is ortamindaki davranislara yansitimasi agisindan 6zellikle nerilmektedir.

Kurumun bilgi gtivenligi intiyaglarina hizmet verebilecek sekilde bilgi glivenligi yonetimi sistematiklerinin olusturulmasi, varsa tekrar gozden gegirilerek
iyilestirilmesi. Bunu yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate
almak yol gosterici olacaktir.

Grubunuzdaki ortalama seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Basliklari Seviye
1 Bilgi Guivenligine Kurumsal Y aklagim Ortalamadan Diisuk Seviyede
2 Bilgi Varliklari Glivenligi Y 6netimi Ortalamadan Diisiik Seviyede
3 insan Kaynaklari Giivenligi Y énetimi Ortalamadan Diisiik Seviyede
4 Fiziksel ve Cevresel Guvenlik Y 6netimi Ortalamadan Dis ik Seviyede
5 Haberlesme ve Bilgi-lletisim Sistemleri igletim Y énetimi Ortalamadan Diisiik Seviyede
6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi Ortalamadan Diisiik Seviyede
7 Bilgi Giivenligi Inlali Olay Y &netimi ve Is Strekliligi Y énetimi Ortalamadan Diisiik Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ortalamadan Diisiik Seviyede
Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikas1 Ortalamadan Diisiik Seviyede
2 Organizasyonel yaplanma Ortalamadan Disiik Seviyede
3 Kurum igi ve dig1 s6zlesme-anlagmalar Ortalamadan Diisiik Seviyede
4 Bilgi varliklarinin korunmasi Ortalamadan Diisik Seviyede
5 Bilgi varliklari sinflandirmasi Ortalamadan Diisiik Seviyede
6 Bilgi varliklari risk degerlendirme Ortalamadan Diisiik Seviyede
7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisuk Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalamadan Diisiik Seviyede
9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalamadan Diisiik Seviyede
10 Fiziksel guivenlik Ortalamadan Dislik Seviyede
11 Kurum dig1 kigiler- fiziksel glivenlik Ortalamadan Diisiik Seviyede
12 Ekipman ve techizat glvenligi Ortalamadan Diisiik Seviyede
13 Operasyonel bilgi sistemi glivenligi Ortalama Seviyede

14 Zararli yazilimlara kars1 glivenlik Ortalamadan Diisiik Seviyede
15 Bilgi iletisim ortamlari giivenligi Ortalama Seviyede

16 Bilgi sistemleri ve verileri erigim glivenligi Ortalamadan Diisiik Seviyede
17 Ag erisimi glvenligi Ortalamadan Diisiik Seviyede
18 Bilgi sistemleri gelistirimesi ve bakimi Ortalamadan Diisiik Seviyede
19 Bilgi Sistemleri glivenlik ihlali yonetimi Ortalamadan Diisiik Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi Ortalamadan Diisuk Seviyede
21 Is sirekliligi yonetimi Ortalamadan Diisiik Seviyede
22 Giivenlikle iligkili yasal yukiumliliklere uyum Ortalamadan Diisiik Seviyede
23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalamadan Diigiik Seviyede
24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalamadan Diisiik Seviyede

The Graduate School of Natural and Applied Sciences of the Cankaya University
A Prototype for Information Security Awareness and Implementation Level Assessment (Thesis Study) By Meltem Kocamustafaogullari - Supervised by: Prof.Dr. Taner ALTUNOK




Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segilen Grup : Bilgi Giivenligi tedbirleri Y UKSEK DUZEY DE gerekli

KurumAdi  : KURUM 14

Faaliyet Alani : K-FINANS VE SIGORTA FAALIYETLERI

Kurum Olgegi : Biiyiik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan

Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 5
2) Organizasyonel yapilanma 5
3) Kurumici ve disi sézlesme-anlagsmalar 5

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 5
5) Bilgi varliklari siniflandirmasi 5
6) Bilgi varliklari risk degerlendirme 5
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 5
8) Bilgi gtivenligi roller ve sorumluluklar 5
9) Ise alinan ve ayrilan personel — giivenlik hususlar 5

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 5
11) Kurum digi kisiler- fiziksel glivenlik 5
12) Ekipman ve techizat guivenligi 5
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 5
14) Zararl yaziimlara kargi giivenlik 5
15) Bilgi iletisim ortamlar glivenligi 5
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 5
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 5
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 5
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 5
21) Is stirekliligi yonetimi 5
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 5
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 5
24) Bilgi glivenligi yonetimi izleme ve denetimi 5
Toplam 120
Ortalama Deger 5.00
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Segilen gruptakiideal| Segilen gruptaki
ortalama seviye puani

Secilen Grup : Bilgi Giivenlii tedbirleri YUKSEK DUZEYDE gerekli
Kurumun aldigi Puan p
seviye puani
Toplam Puan 120.00 / 120.00 puan 118.08 / 120.00 puan 88.32/120.00 puan
Her bilgi glivenligi degerlendirme maddesindeki ortalama 5.00 4.92 368
puan: : . :
* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

arg

k wyum

rtlara uyum ve tekn
Bilgi varkklannin korunms

Zararh yanbmilara karg
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : ideal Seviyede
Kurumunuzun bilgi giiven htiyaci : Yiiksek Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ideal diizeydedir. Tebrikler !
Buna gore asadidakiler énerilmektedir:

e Bu seviyenin korunmasi igin; kurum farkindalik ve bilinglilik seviyesinin ytiksek tutulmasi ve sirekiiliginin saglanmasi. Bunun igin yonetimi ve tiim alisanlari
kapsayan kurum ici interaktif egitim-calistaylarin sirdrilmesi.
o Ideal seviyenin korunmasi igin gerekli gozden gegirme ve iyilestirme dongustnin stirdirilmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklari Seviye
1 Bilgi Glivenligine Kurumsal Y aklagim ideal Seviyede
2 Bilgi Varliklari Glivenligi Y 6netimi ideal Seviyede
3 Insan Kaynaklari Giivenligi Y énetimi Ideal Seviyede
4 Fiziksel ve Cevresel Guvenlik Y énetimi ideal Seviyede
5 Haberlesme ve Bilgi-lletisim Sistemleri Isletim Y énetimi ideal Seviyede
6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi ideal Seviyede
7 Bilgi Giivenligi inlali Olay Y &netimi ve is Strekliligi Y énetimi ideal Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ideal Seviyede
Bilgi Giivenligi Yonetimi - Hususlari Seviye
1 Bilgi glivenligi politikas1 Ideal Seviyede
2 Organizasyonel yapilanma ideal Seviyede
3 Kurum igi ve dig1 s6zlesme-anlagmalar ideal Seviyede
4 Bilgi varlklarinin korunmasi ideal Seviyede
5 Bilgi varliklari sinflandirmasi ideal Seviyede
6 Bilgi varliklari risk degerlendirme Ideal Seviyede
7 Bilgi glivenligi farkindalik ve egitimi ideal Seviyede
8 Bilgi glivenligi roller ve sorumluluklar ideal Seviyede
9 ise alinan ve ayrilan personel — giivenlik hususlari ideal Seviyede
10 Fiziksel glivenlik ideal Seviyede
11 Kurum dig1 kigiler- fiziksel glivenlik ideal Seviyede
12 Ekipman ve techizat glivenligi ideal Seviyede
13 Operasyonel bilgi sistemi glivenligi ideal Seviyede
14 Zararli yazilimliara kars1 glivenlik Ideal Seviyede
15 Bilgi iletisim ortamlari glivenligi ideal Seviyede
16 Bilgi sistemleri ve verileri erigim glivenligi ideal Seviyede
17 Ag erisimi gliivenligi ideal Seviyede
18 Bilgi sistemleri gelistirimesi ve bakimi ideal Seviyede
19 Bilgi Sistemleri giivenlik ihlali yonetimi Ideal Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede
21 Is stirekliligi yonetimi ideal Seviyede
22 Giivenlikle iligkili yasal ytkumliliklere uyum ideal Seviyede
23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum ideal Seviyede
24 Bilgi glivenligi yonetimi izleme ve denetimi ideal Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segilen Grup : Bilgi Giivenligi tedbirleri Y UKSEK DUZEY DE gerekli
KurumAdi  : KURUM 15
Faaliyet Alani : M: MESLEKI, BILIMSEL VE TEKNIK FAALIYETLER
Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal

bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan

Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 2
2) Organizasyonel yapilanma 3
3) Kurumici ve disi sézlesme-anlagsmalar 3

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 3
5) Bilgi varliklari siniflandirmasi 2
6) Bilgi varliklari risk degerlendirme 2
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 2
9) Ise alinan ve ayrilan personel — giivenlik hususlar 2

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 4
11) Kurum digi kisiler- fiziksel glivenlik 2
12) Ekipman ve techizat guivenligi 2
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 3
14) Zararl yaziimlara kargi giivenlik 4
15) Bilgi iletisim ortamlar glivenligi 3
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 3
17) Ag erigimi giivenligi 4
18) Bilgi sistemleri gelistirimesi ve bakimi 3
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 3
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 4
21) Is stirekliligi yonetimi 2
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 3
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 2
24) Bilgi glivenligi yonetimi izleme ve denetimi 3
Toplam 66
Ortalama Deger 2.75
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Secilen Grup : Bilgi Giivenlii tedbirleri YUKSEK DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

66.00 / 120.00 puan 118.08 / 120.00 puan 88.32/120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 275 4.92 368

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

Bilgi gilveniiji politikas:

Bilgi giiveniidi yénatimi zleme ve denetimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji I3= abnan ve aynisn personel — giivendik hususlan

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik - . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalamadan Diisiik Seviyede
Kurumunuzun bilgi giiven
Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeyin altindadir.
Buna gore asadidakiler énerilmektedir:

htiyaci : Yiiksek Diizeyde

Oncelikle kurum icin bilgi giivenligi farkindaligi bilgilenme egitim ve/veya calistayi gerceklestirimesi cok énemidir. Bu egitimin dncelikle yonetimi ve ilgil kisileri
kapsamasi ve daha sonra kurum geneline yayginlastirimasi uygundur. Bu galistaylarin kurum iginde periyodik olarak ve interaktif yontemlerle yapilmasi;
calisanlarin bilincinin aktif ve stirekli tutulmasi ve bilgi glivenliginin giinliik is ortamindaki davranislara yansitimasi agisindan 6zellikle nerilmektedir.

Kurumun bilgi gtivenligi intiyaglarina hizmet verebilecek sekilde bilgi glivenligi yonetimi sistematiklerinin olusturulmasi, varsa tekrar gozden gegirilerek
iyilestirilmesi. Bunu yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate
almak yol gosterici olacaktir.

Grubunuzdaki ortalama seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Basliklari Seviye
1 Bilgi Guivenligine Kurumsal Y aklagim Ortalamadan Diisuk Seviyede
2 Bilgi Varliklari Glivenligi Y 6netimi Ortalamadan Diisiik Seviyede
3 insan Kaynaklari Giivenligi Y énetimi Ortalamadan Diisiik Seviyede
4 Fiziksel ve Cevresel Guvenlik Y 6netimi Ortalamadan Dis ik Seviyede
5 Haberlesme ve Bilgi-lletisim Sistemleri igletim Y énetimi Ortalamadan Diisiik Seviyede
6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi Ortalamadan Diisiik Seviyede
7 Bilgi Giivenligi Inlali Olay Y &netimi ve Is Strekliligi Y énetimi Ortalamadan Diisiik Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ortalamadan Diisiik Seviyede
Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikas1 Ortalamadan Diisiik Seviyede
2 Organizasyonel yaplanma Ortalamadan Disiik Seviyede
3 Kurum igi ve dig1 s6zlesme-anlagmalar Ortalamadan Diisiik Seviyede
4 Bilgi varliklarinin korunmasi Ortalamadan Diisik Seviyede
5 Bilgi varliklari sinflandirmasi Ortalamadan Diisiik Seviyede
6 Bilgi varliklari risk degerlendirme Ortalamadan Diisiik Seviyede
7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisuk Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalamadan Diisiik Seviyede
9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalamadan Diisiik Seviyede
10 Fiziksel guivenlik Ortalamadan Dislik Seviyede
11 Kurum dig1 kigiler- fiziksel glivenlik Ortalamadan Diisiik Seviyede
12 Ekipman ve techizat glvenligi Ortalamadan Diisiik Seviyede
13 Operasyonel bilgi sistemi glivenligi Ortalama Seviyede

14 Zararli yazilimlara kars1 glivenlik Ortalama Seviyede

15 Bilgi iletisim ortamlari giivenligi Ortalama Seviyede

16 Bilgi sistemleri ve verileri erigim glivenligi Ortalamadan Diisiik Seviyede
17 Ag erisimi glvenligi Ortalamadan Diisiik Seviyede
18 Bilgi sistemleri gelistirimesi ve bakimi Ortalama Seviyede

19 Bilgi Sistemleri glivenlik ihlali yonetimi Ortalamadan Diisiik Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi Ortalamadan Diisuk Seviyede
21 Is sirekliligi yonetimi Ortalamadan Diisiik Seviyede
22 Giivenlikle iligkili yasal yukiumliliklere uyum Ortalama Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalamadan Diigiik Seviyede
24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalamadan Diisiik Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segcilen Grup : Bilgi Giivenligi tedbirleri ORTA DUZEY DE gerekli

KurumAdi  : KURUM 16

Faaliyet Alani : M-MESLEKI, BILIMSEL VE TEKNIK FAALIYETLER

Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4- N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 2
2) Organizasyonel yapilanma 3
3) Kurumici ve disi sézlesme-anlagsmalar 2

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 4
5) Bilgi varliklari siniflandirmasi 3
6) Bilgi varliklari risk degerlendirme 3
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 3
9) Ise alinan ve ayrilan personel — giivenlik hususlar 2

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 4
11) Kurum digi kisiler- fiziksel glivenlik 4
12) Ekipman ve techizat guivenligi 4
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 3
14) Zararl yaziimlara kargi giivenlik 4
15) Bilgi iletisim ortamlar glivenligi 4
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 4
17) Ag erigimi giivenligi 4
18) Bilgi sistemleri gelistirimesi ve bakimi 3
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 2
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 4
21) Is stirekliligi yonetimi 2
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 4
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 4
24) Bilgi glivenligi yonetimi izleme ve denetimi 3
Toplam 77
Ortalama Deger 3.21
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Secilen Grup : Bilgi Gu;ivenlig“i tedbirleri ORTA DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

77.00/120.00 puan 101.28 / 120.00 puan 64.56 / 120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 321 4.02 269

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

I . . Bilgi gilveniiji politikas: .
Bilgi giivenliji ynatimi leme ve denstimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik o . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalama Seviyede
Kurumunuzun bilgi giiven htiyaci : Orta Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeydedir.
Buna gore asadidakiler énerilmektedir:

o Bu seviyeyi korumak ve iyilestirmek igin; kurum farkindalik ve bilinglilik seviyesinin yiiksek tutulmasi ve sirekliliginin saglanmasi. Bunun igin yonetimi ve tim
calisanlari kapsayan kurum igi interaktif editim-galistaylar yapiimasi.

e Radar grafigi ve degerlendirme sonuglarina gére; iyilestirimesi gerekli hususlarin belirlenmesi, gézden gegirme ve iyilestirme calismalari yapimasi. Bunu
yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate almak yol gosterici
olacaktir.

e Grubunuzdaki ideal seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklar: Seviye

1 Bilgi Giivenligine Kurumsal Y aklagim Ortalamadan Diisiik Seviyede
2 Bilgi Varliklari Glivenligi Y dnetimi Ortalama Seviyede

3 insan Kaynaklari Giivenligi Y énetimi Ortalamadan Diisuk Seviyede
4 Fiziksel ve Cevresel Giivenlik Y énetimi Ortalama Seviyede

5 Haberlegsme ve Bilgi-lletigim Sistemleri lsletim Y énetimi Ortalama Seviyede

6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi Ortalama Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve Is Siirekliligi Y dnetimi Ortalamadan Diisiik Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y netimi Ortalama Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikasi Ortalamadan Diisik Seviyede
2 Organizasyonel yapilanma Ortalama Seviyede

3 Kurum igi ve dig1 sézlesme-anlasmalar Ortalamadan Diisiik Seviyede
4 Bilgi varlklarinin korunmasi Ortalama Seviyede

5 Bilgi varliklari sinflandirmasi Ortalama Seviyede

6 Bilgi varliklari risk degerlendirme Ortalama Seviyede

7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisiik Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalama Seviyede

9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalamadan Diisuk Seviyede
10 Fiziksel glivenlik Ortalama Seviyede

11 Kurum dis1 kisiler- fiziksel giivenlik Ortalama Seviyede

12 Ekipman ve techizat glvenligi ideal Seviyede

13 Operasyonel bilgi sistemi glivenligi Ortalamadan Diisiik Seviyede
14 Zararli yazilimlara karsi glivenlik ideal Seviyede

15 Bilgi iletisim ortamlari glivenligi ideal Seviyede

16 Bilgi sistemleri ve verileri erigim giivenligi Ideal Seviyede

17 Ag erisimi glivenligi Ortalama Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi Ortalama Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi Ortalamadan Diisiik Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede

21 Is stirekliligi yonetimi Ortalamadan Diisiik Seviyede
22 Guvenlikle iligkili yasal yukimitliklere uyum ideal Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalama Seviyede

24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalama Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari
Segcilen Grup : Bilgi Giivenligi tedbirleri DUSUK DUZEY DE gerekli
KurumAdi  : KURUM 17
Faaliyet Alani : J-BILGI VE ILETISIM
Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 3
2) Organizasyonel yapilanma 2
3) Kurumici ve disi sézlesme-anlagsmalar 2

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 3
5) Bilgi varliklari siniflandirmasi 3
6) Bilgi varliklari risk degerlendirme 2
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 1
9) Ise alinan ve ayrilan personel — giivenlik hususlar 3

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 3
11) Kurum digi kisiler- fiziksel glivenlik 2
12) Ekipman ve techizat guivenligi 4
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 3
14) Zararl yaziimlara kargi giivenlik 5
15) Bilgi iletisim ortamlar glivenligi 5
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 5
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 5
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 4
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 5
21) Is stirekliligi yonetimi 5
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 4
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 4
24) Bilgi glivenligi yonetimi izleme ve denetimi 3
Toplam 83
Ortalama Deger 3.46
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Secilen Grup : Bilgi Giivenliji tedbirleri DUSUK DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

83.00/120.00 puan 71.04 /120.00 puan 44.64 / 120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 346 206 1.86

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

B, .. Bilgi gilveniiji politikas: .
Bilgi giivenliji ynatimi leme ve denstimi Organizasyonsl yaplanma
Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum

Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik o . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : ideal Seviyede
Kurumunuzun bilgi giiven htiyaci : Diisiik Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ideal diizeydedir. Tebrikler !
Buna gore asadidakiler énerilmektedir:

e Bu seviyenin korunmasi igin; kurum farkindalik ve bilinglilik seviyesinin ytiksek tutulmasi ve sirekiiliginin saglanmasi. Bunun igin yonetimi ve tiim alisanlari
kapsayan kurum ici interaktif egitim-calistaylarin sirdrilmesi.
o Ideal seviyenin korunmasi igin gerekli gozden gegirme ve iyilestirme dongustnin stirdirilmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklari Seviye

1 Bilgi Glivenligine Kurumsal Y aklagim Ortalama Seviyede
2 Bilgi Varliklari Glivenligi Y 6netimi Ortalama Seviyede
3 Insan Kaynaklari Giivenligi Y énetimi Ortalama Seviyede
4 Fiziksel ve Cevresel Guvenlik Y énetimi ideal Seviyede

5 Haberlesme ve Bilgi-lletisim Sistemleri Isletim Y énetimi ideal Seviyede

6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi ideal Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve is Strekliligi Y énetimi ideal Seviyede

8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ideal Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikas1 Ideal Seviyede

2 Organizasyonel yapilanma ideal Seviyede

3 Kurum igi ve dig1 s6zlesme-anlagmalar Ortalama Seviyede
4 Bilgi varlklarinin korunmasi ideal Seviyede

5 Bilgi varliklari sinflandirmasi ideal Seviyede

6 Bilgi varliklari risk degerlendirme Ortalama Seviyede
7 Bilgi glivenligi farkindalik ve egitimi Ortalama Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalama Seviyede
9 ise alinan ve ayrilan personel — giivenlik hususlari Ortalama Seviyede
10 Fiziksel glivenlik Ortalama Seviyede
11 Kurum dig1 kigiler- fiziksel glivenlik Ortalamadan Diisiik Seviyede
12 Ekipman ve techizat glivenligi ideal Seviyede

13 Operasyonel bilgi sistemi glivenligi ideal Seviyede

14 Zararli yazilimliara kars1 glivenlik Ideal Seviyede

15 Bilgi iletisim ortamlari glivenligi ideal Seviyede

16 Bilgi sistemleri ve verileri erigim glivenligi ideal Seviyede

17 Ag erisimi gliivenligi ideal Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi ideal Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi Ideal Seviyede

20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede

21 Is stirekliligi yonetimi ideal Seviyede

22 Giivenlikle iligkili yasal ytkumliliklere uyum ideal Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum ideal Seviyede

24 Bilgi glivenligi yonetimi izleme ve denetimi ideal Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari
Segcilen Grup : Bilgi Giivenligi tedbirleri DUSUK DUZEY DE gerekli
KurumAdi  : KURUM 18
Faaliyet Alani : J-BILGI VE ILETISIM
Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 3
2) Organizasyonel yapilanma 2
3) Kurumici ve disi sézlesme-anlagsmalar 3

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 4
5) Bilgi varliklari siniflandirmasi 3
6) Bilgi varliklari risk degerlendirme 2
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 1
9) Ise alinan ve ayrilan personel — giivenlik hususlar 5

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 4
11) Kurum digi kisiler- fiziksel glivenlik 2
12) Ekipman ve techizat guivenligi 4
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 4
14) Zararl yaziimlara kargi giivenlik 5
15) Bilgi iletisim ortamlar glivenligi 4
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 4
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 4
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 1
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 4
21) Is stirekliligi yonetimi 4
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 3
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 3
24) Bilgi glivenligi yonetimi izleme ve denetimi 2
Toplam 78
Ortalama Deger 3.25
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Secilen Grup : Bilgi Giivenliji tedbirleri DUSUK DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

78.00/120.00 puan 71.04 /120.00 puan 44.64 / 120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 395 206 1.86

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

Bilgi gilveniiji politikas:

Bilgi giiveniidi yénatimi zleme ve denetimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji I3= abnan ve aynisn personel — giivendik hususlan

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik o . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : ideal Seviyede
Kurumunuzun bilgi giiven htiyaci : Diisiik Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ideal diizeydedir. Tebrikler !
Buna gore asadidakiler énerilmektedir:

kapsayan kurum ici interaktif egitim-calistaylarin sirdrilmesi.
o Ideal seviyenin korunmasi igin gerekli gozden gegirme ve iyilestirme dongustnin stirdirilmesi.

e Bu seviyenin korunmasi igin; kurum farkindalik ve bilinglilik seviyesinin ytiksek tutulmasi ve sirekiiliginin saglanmasi. Bunun igin yonetimi ve tiim alisanlari

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklari Seviye

1 Bilgi Glivenligine Kurumsal Y aklagim Ortalama Seviyede

2 Bilgi Varliklari Glivenligi Y 6netimi ideal Seviyede

3 Insan Kaynaklari Giivenligi Y énetimi Ortalama Seviyede

4 Fiziksel ve Cevresel Guvenlik Y énetimi ideal Seviyede

5 Haberlesme ve Bilgi-lletisim Sistemleri Isletim Y énetimi ideal Seviyede

6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi ideal Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve is Strekliligi Y énetimi ideal Seviyede

8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ortalama Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikas1 Ideal Seviyede

2 Organizasyonel yapilanma ideal Seviyede

3 Kurum igi ve dig1 s6zlesme-anlagmalar ideal Seviyede

4 Bilgi varlklarinin korunmasi ideal Seviyede

5 Bilgi varliklari sinflandirmasi ideal Seviyede

6 Bilgi varliklari risk degerlendirme Ortalama Seviyede

7 Bilgi glivenligi farkindalik ve egitimi Ortalama Seviyede

8 Bilgi glivenligi roller ve sorumluluklar Ortalama Seviyede

9 ise alinan ve ayrilan personel — giivenlik hususlari ideal Seviyede

10 Fiziksel glivenlik ideal Seviyede

11 Kurum dig1 kigiler- fiziksel glivenlik Ortalamadan Diisiik Seviyede
12 Ekipman ve techizat glivenligi ideal Seviyede

13 Operasyonel bilgi sistemi glivenligi ideal Seviyede

14 Zararli yazilimliara kars1 glivenlik Ideal Seviyede

15 Bilgi iletisim ortamlari glivenligi ideal Seviyede

16 Bilgi sistemleri ve verileri erigim glivenligi ideal Seviyede

17 Ag erisimi gliivenligi ideal Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi ideal Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi Ortalamadan Diisiik Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede

21 Is stirekliligi yonetimi ideal Seviyede

22 Giivenlikle iligkili yasal ytkumliliklere uyum ideal Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum ideal Seviyede

24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalama Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segilen Grup : Bilgi Giivenligi tedbirleri Y UKSEK DUZEY DE gerekli

KurumAdi  : KURUM 19

Faaliyet Alani : J-BILGI VE ILETISIM

Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan

Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 5
2) Organizasyonel yapilanma 5
3) Kurumici ve disi sézlesme-anlagsmalar 5

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 5
5) Bilgi varliklari siniflandirmasi 5
6) Bilgi varliklari risk degerlendirme 5
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 5
8) Bilgi gtivenligi roller ve sorumluluklar 5
9) Ise alinan ve ayrilan personel — giivenlik hususlar 5

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 5
11) Kurum digi kisiler- fiziksel glivenlik 5
12) Ekipman ve techizat guivenligi 5
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 5
14) Zararl yaziimlara kargi giivenlik 5
15) Bilgi iletisim ortamlar glivenligi 5
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 5
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 5
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 5
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 5
21) Is stirekliligi yonetimi 5
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 5
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 5
24) Bilgi glivenligi yonetimi izleme ve denetimi 5
Toplam 120
Ortalama Deger 5.00

The Graduate School of Natural and Applied Sciences of the Cankaya University
A Prototype for Information Security Awareness and Implementation Level Assessment (Thesis Study) By Meltem Kocamustafaogullari - Supervised by: Prof.Dr. Taner ALTUNOK



Segilen gruptakiideal| Segilen gruptaki
ortalama seviye puani

Secilen Grup : Bilgi Giivenlii tedbirleri YUKSEK DUZEYDE gerekli
Kurumun aldigi Puan p
seviye puani
Toplam Puan 120.00 / 120.00 puan 118.08 / 120.00 puan 88.32/120.00 puan
Her bilgi glivenligi degerlendirme maddesindeki ortalama 5.00 4.92 368
puan: : . :
* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

arg

k wyum

rtlara uyum ve tekn
Bilgi varkklannin korunms

Zararh yanbmilara karg
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : ideal Seviyede
Kurumunuzun bilgi giiven htiyaci : Yiiksek Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ideal diizeydedir. Tebrikler !
Buna gore asadidakiler énerilmektedir:

e Bu seviyenin korunmasi igin; kurum farkindalik ve bilinglilik seviyesinin ytiksek tutulmasi ve sirekiiliginin saglanmasi. Bunun igin yonetimi ve tiim alisanlari
kapsayan kurum ici interaktif egitim-calistaylarin sirdrilmesi.
o Ideal seviyenin korunmasi igin gerekli gozden gegirme ve iyilestirme dongustnin stirdirilmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklari Seviye
1 Bilgi Glivenligine Kurumsal Y aklagim ideal Seviyede
2 Bilgi Varliklari Glivenligi Y 6netimi ideal Seviyede
3 Insan Kaynaklari Giivenligi Y énetimi Ideal Seviyede
4 Fiziksel ve Cevresel Guvenlik Y énetimi ideal Seviyede
5 Haberlesme ve Bilgi-lletisim Sistemleri Isletim Y énetimi ideal Seviyede
6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi ideal Seviyede
7 Bilgi Giivenligi inlali Olay Y &netimi ve is Strekliligi Y énetimi ideal Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y énetimi Ideal Seviyede
Bilgi Giivenligi Yonetimi - Hususlari Seviye
1 Bilgi glivenligi politikas1 Ideal Seviyede
2 Organizasyonel yapilanma ideal Seviyede
3 Kurum igi ve dig1 s6zlesme-anlagmalar ideal Seviyede
4 Bilgi varlklarinin korunmasi ideal Seviyede
5 Bilgi varliklari sinflandirmasi ideal Seviyede
6 Bilgi varliklari risk degerlendirme Ideal Seviyede
7 Bilgi glivenligi farkindalik ve egitimi ideal Seviyede
8 Bilgi glivenligi roller ve sorumluluklar ideal Seviyede
9 ise alinan ve ayrilan personel — giivenlik hususlari ideal Seviyede
10 Fiziksel glivenlik ideal Seviyede
11 Kurum dig1 kigiler- fiziksel glivenlik ideal Seviyede
12 Ekipman ve techizat glivenligi ideal Seviyede
13 Operasyonel bilgi sistemi glivenligi ideal Seviyede
14 Zararli yazilimliara kars1 glivenlik Ideal Seviyede
15 Bilgi iletisim ortamlari glivenligi ideal Seviyede
16 Bilgi sistemleri ve verileri erigim glivenligi ideal Seviyede
17 Ag erisimi gliivenligi ideal Seviyede
18 Bilgi sistemleri gelistirimesi ve bakimi ideal Seviyede
19 Bilgi Sistemleri giivenlik ihlali yonetimi Ideal Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede
21 Is stirekliligi yonetimi ideal Seviyede
22 Giivenlikle iligkili yasal ytkumliliklere uyum ideal Seviyede
23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum ideal Seviyede
24 Bilgi glivenligi yonetimi izleme ve denetimi ideal Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segcilen Grup : Bilgi Giivenligi tedbirleri ORTA DUZEY DE gerekli

KurumAdi  : KURUM 20

Faaliyet Alani : P-EGITIM

Kurum Olgegi : Orta Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4- N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 2
2) Organizasyonel yapilanma 2
3) Kurumici ve disi sézlesme-anlagsmalar 1

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 1
5) Bilgi varliklari siniflandirmasi 2
6) Bilgi varliklari risk degerlendirme 2
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 1
8) Bilgi gtivenligi roller ve sorumluluklar 1
9) Ise alinan ve ayrilan personel — giivenlik hususlar 4

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 5
11) Kurum digi kisiler- fiziksel glivenlik 4
12) Ekipman ve techizat guivenligi 4
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 4
14) Zararl yaziimlara kargi giivenlik 4
15) Bilgi iletisim ortamlar glivenligi 4
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 4
17) Ag erigimi giivenligi 5
18) Bilgi sistemleri gelistirimesi ve bakimi 3
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 3
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 4
21) Is stirekliligi yonetimi 2
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 4
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 1
24) Bilgi glivenligi yonetimi izleme ve denetimi 1
Toplam 68
Ortalama Deger 2.83
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Secilen Grup : Bilgi Gu;ivenlig“i tedbirleri ORTA DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

68.00 / 120.00 puan 101.28 / 120.00 puan 64.56 / 120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 283 4.02 269

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

I . . Bilgi gilveniiji politikas: .
Bilgi giivenliji ynatimi leme ve denstimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik o . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalama Seviyede
Kurumunuzun bilgi giiven htiyaci : Orta Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeydedir.
Buna gore asadidakiler énerilmektedir:

o Bu seviyeyi korumak ve iyilestirmek igin; kurum farkindalik ve bilinglilik seviyesinin yiiksek tutulmasi ve sirekliliginin saglanmasi. Bunun igin yonetimi ve tim
calisanlari kapsayan kurum igi interaktif editim-galistaylar yapiimasi.

e Radar grafigi ve degerlendirme sonuglarina gére; iyilestirimesi gerekli hususlarin belirlenmesi, gézden gegirme ve iyilestirme calismalari yapimasi. Bunu
yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate almak yol gosterici
olacaktir.

e Grubunuzdaki ideal seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklar: Seviye

1 Bilgi Giivenligine Kurumsal Y aklagim Ortalamadan Diisiik Seviyede
2 Bilgi Varliklari Glivenligi Y dnetimi Ortalamadan Diisiik Seviyede
3 insan Kaynaklari Giivenligi Y énetimi Ortalamadan Diisuk Seviyede
4 Fiziksel ve Cevresel Giivenlik Y énetimi Ortalama Seviyede

5 Haberlegsme ve Bilgi-lletigim Sistemleri lsletim Y énetimi Ortalama Seviyede

6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi Ortalama Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve Is Siirekliligi Y dnetimi Ortalama Seviyede

8 Bilgi Giivenligi Uyumluluk ve izleme Y netimi Ortalamadan Diisiik Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikasi Ortalamadan Diisik Seviyede
2 Organizasyonel yapilanma Ortalamadan Diisiik Seviyede
3 Kurum igi ve dig1 sézlesme-anlasmalar Ortalamadan Diisiik Seviyede
4 Bilgi varlklarinin korunmasi Ortalamadan Disiik Seviyede
5 Bilgi varliklari sinflandirmasi Ortalama Seviyede

6 Bilgi varliklari risk degerlendirme Ortalama Seviyede

7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisiik Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalamadan Diisiik Seviyede
9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalama Seviyede

10 Fiziksel glivenlik ideal Seviyede

11 Kurum dis1 kisiler- fiziksel giivenlik Ortalama Seviyede

12 Ekipman ve techizat glvenligi ideal Seviyede

13 Operasyonel bilgi sistemi glivenligi Ortalama Seviyede

14 Zararli yazilimlara karsi glivenlik ideal Seviyede

15 Bilgi iletisim ortamlari glivenligi ideal Seviyede

16 Bilgi sistemleri ve verileri erigim giivenligi Ideal Seviyede

17 Ag erisimi glivenligi ideal Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi Ortalama Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi Ortalama Seviyede

20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede

21 Is stirekliligi yonetimi Ortalamadan Diisiik Seviyede
22 Guvenlikle iligkili yasal yukimitliklere uyum ideal Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalamadan Diisiik Seviyede
24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalamadan Diisiik Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segcilen Grup : Bilgi Giivenligi tedbirleri ORTA DUZEY DE gerekli

KurumAdi  : KURUM 21

Faaliyet Alani : P-EGITIM

Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4- N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 4
2) Organizasyonel yapilanma 2
3) Kurumici ve disi sézlesme-anlagsmalar 2

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 2
5) Bilgi varliklari siniflandirmasi 1
6) Bilgi varliklari risk degerlendirme 1
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 2
9) Ise alinan ve ayrilan personel — giivenlik hususlar 4

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 5
11) Kurum digi kisiler- fiziksel glivenlik 4
12) Ekipman ve techizat guivenligi 5
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 2
14) Zararl yaziimlara kargi giivenlik 3
15) Bilgi iletisim ortamlar glivenligi 3
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 3
17) Ag erigimi giivenligi 4
18) Bilgi sistemleri gelistirimesi ve bakimi 3
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 2
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 2
21) Is stirekliligi yonetimi 2
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 3
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 3
24) Bilgi glivenligi yonetimi izleme ve denetimi 2
Toplam 66
Ortalama Deger 2.75

The Graduate School of Natural and Applied Sciences of the Cankaya University
A Prototype for Information Security Awareness and Implementation Level Assessment (Thesis Study) By Meltem Kocamustafaogullari - Supervised by: Prof.Dr. Taner ALTUNOK



Secilen Grup : Bilgi Gu;ivenlig“i tedbirleri ORTA DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

66.00 / 120.00 puan 101.28 / 120.00 puan 64.56 / 120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 275 4.02 269

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

I . . Bilgi gilveniiji politikas: .
Bilgi giivenliji ynatimi leme ve denstimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik o . . Ekipman ve tzchizat givanliji
Oiperasyonel bilgi sistemi givenlig

The Graduate School of Natural and Applied Sciences of the Cankaya University
A Prototype for Information Security Awareness and Implementation Level Assessment (Thesis Study) By Meltem Kocamustafaogullari - Supervised by: Prof.Dr. Taner ALTUNOK

I3= abnan ve aynisn personel — giivendik hususlan



Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalama Seviyede
Kurumunuzun bilgi giiven htiyaci : Orta Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeydedir.
Buna gore asadidakiler énerilmektedir:

o Bu seviyeyi korumak ve iyilestirmek igin; kurum farkindalik ve bilinglilik seviyesinin yiiksek tutulmasi ve sirekliliginin saglanmasi. Bunun igin yonetimi ve tim
calisanlari kapsayan kurum igi interaktif editim-galistaylar yapiimasi.

e Radar grafigi ve degerlendirme sonuglarina gére; iyilestirimesi gerekli hususlarin belirlenmesi, gézden gegirme ve iyilestirme calismalari yapimasi. Bunu
yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate almak yol gosterici
olacaktir.

e Grubunuzdaki ideal seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklar: Seviye

1 Bilgi Giivenligine Kurumsal Y aklagim Ortalamadan Diisiik Seviyede
2 Bilgi Varliklari Glivenligi Y dnetimi Ortalamadan Diisiik Seviyede
3 insan Kaynaklari Giivenligi Y énetimi Ortalamadan Diisuk Seviyede
4 Fiziksel ve Cevresel Giivenlik Y énetimi Ortalama Seviyede

5 Haberlegsme ve Bilgi-lletigim Sistemleri lsletim Y énetimi Ortalamadan Diisik Seviyede
6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi Ortalama Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve Is Siirekliligi Y dnetimi Ortalamadan Diisiik Seviyede
8 Bilgi Giivenligi Uyumluluk ve izleme Y netimi Ortalamadan Diisiik Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikasi Ortalama Seviyede

2 Organizasyonel yapilanma Ortalamadan Diisiik Seviyede
3 Kurum igi ve dig1 sézlesme-anlasmalar Ortalamadan Diisiik Seviyede
4 Bilgi varlklarinin korunmasi Ortalamadan Disiik Seviyede
5 Bilgi varliklari sinflandirmasi Ortalamadan Diisiik Seviyede
6 Bilgi varliklari risk degerlendirme Ortalamadan Diisiik Seviyede
7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisiik Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalamadan Diisiik Seviyede
9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalama Seviyede

10 Fiziksel glivenlik ideal Seviyede

11 Kurum dis1 kisiler- fiziksel giivenlik Ortalama Seviyede

12 Ekipman ve techizat glvenligi ideal Seviyede

13 Operasyonel bilgi sistemi glivenligi Ortalamadan Diisiik Seviyede
14 Zararli yazilimlara karsi glivenlik Ortalamadan Diisik Seviyede
15 Bilgi iletisim ortamlari glivenligi Ortalama Seviyede

16 Bilgi sistemleri ve verileri erigim giivenligi Ortalama Seviyede

17 Ag erisimi glivenligi Ortalama Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi Ortalama Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi Ortalamadan Diisiik Seviyede
20 Bilgi sistemleri olasi ariza ve kesinti yonetimi Ortalamadan Diisiik Seviyede
21 Is stirekliligi yonetimi Ortalamadan Diisiik Seviyede
22 Guvenlikle iligkili yasal yukimitliklere uyum Ortalama Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalama Seviyede

24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalama Seviyede
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Bilgi Giivenligi Yonetimi Degerlendirme Sonuglari

Segcilen Grup : Bilgi Giivenligi tedbirleri ORTA DUZEY DE gerekli

KurumAdi  : KURUM 23

Faaliyet Alani : J-BILGI VE ILETISIM

Kurum Olgegi : Kiigik Olgekli
Degerlendirme Puanlamasi
Yonetimin gerekliigi konusunda farkindaligi yoktur, bu konuda kurumsal
bilinglendirimeye gerek vardir.

Yo6netim tarafindan gerekliigi biinmekte, uygulanmasi planlanmaktadir, herhangi bir
politika ve kural olusturulmamistir.

Nadiren veya kisith seviyede kural ve kontrol uygulanmaktadir. Politika ve kurallar yazil
degil veya kismen yaziidir.

_ Uygulanmakta ancak periyodik gézden gegirme  Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta ancak gézden

1 - Uygulanmamaktadir
2 - Farkindalk mevcut ancak uygulanmamaktadir

3 - Kismen uygulanmaktadir

4 N .
yapimamaktadir gegirme ve izleme yapimamaktadir.

5- Uygulanmakta, denetlenmekte ve kurum Kontroller, kurallar yazil ve organizasyon genelinde uygulanmakta periyodik
ihtiyaglarina gére iyilestirimektedir denetlenmekte, gdzden gegirimekte ve lyilegtirimektedir

(Puan, cevap anahtarindan segilen cevaba gére 1 ile 5 arasinda verilir. 1 en distik, 5 en yiiksek puandir)

I Soru I Puan
Boliim 1-Bilgi Giivenligine Kurumsal Yaklagim

1) Bilgi giivenligi politikasi 2
2) Organizasyonel yapilanma 2
3) Kurumici ve disi sézlesme-anlagsmalar 4

Boliim 2-Bilgi Varliklari Giivenligi Yonetimi

4) Bilgi varliklarinin korunmasi 2
5) Bilgi varliklari siniflandirmasi 2
6) Bilgi varliklari risk degerlendirme 2
Boliim 3-insan Kaynaklari Giivenligi Yonetimi

7) Bilgi glivenligi farkindalik ve egitimi 2
8) Bilgi gtivenligi roller ve sorumluluklar 3
9) Ise alinan ve ayrilan personel — giivenlik hususlar 4

Bolum 4-Fiziksel ve Gevresel Giivenlik Yonetimi

10) Fiziksel glivenlik 3
11) Kurum digi kisiler- fiziksel glivenlik 3
12) Ekipman ve techizat guivenligi 3
Boliim 5-Haberlesme ve Bilgi-iletigim Sistemleri igletim Yonetimi

13) Operasyonel bilgi sistemi glivenligi 3
14) Zararl yaziimlara kargi giivenlik 4
15) Bilgi iletisim ortamlar glivenligi 2
Boliim 6-Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Yonetimi

16) Bilgi sistemleri ve verileri erigim glivenligi 3
17) Ag erigimi giivenligi 3
18) Bilgi sistemleri gelistirimesi ve bakimi 3
Boliim 7-Bilgi Giivenligi ihlali Olay Yonetimi ve s Siirekliligi Yonetimi

19) Bilgi Sistemleri givenlik ihlali yonetimi 3
20) Bilgi sistemleri olasi ariza ve kesinti yonetimi 4
21) Is stirekliligi yonetimi 4
Boliim 8-Bilgi Giivenligi UyumIuluk ve izleme Yonetimi

22) Guvenlikle iligkili yasal yukumltliiklere uyum 3
23) Guvenlik politikalarina ve standartlara uyum ve teknik uyum 2
24) Bilgi glivenligi yonetimi izleme ve denetimi 2
Toplam 68
Ortalama Deger 2.83
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Secilen Grup : Bilgi Gu;ivenlig“i tedbirleri ORTA DUZEYDE gerekli

Kurumun aldigi Puan Secilen g_]ruptakl ideal Secilen gryptak|
seviye puani ortalama seviye puani

68.00 / 120.00 puan 101.28 / 120.00 puan 64.56 / 120.00 puan

Toplam Puan

:z;:.|lg|guvenllg| degerlendirme maddesindeki ortalama 283 4.02 269

* Turkiye igin ideal ve ortalama puanlar, ilgili grup igin uzman gérigleri alinarak yaklagik degerler olarak belirlenmistir.

I . . Bilgi gilveniiji politikas: .
Bilgi giivenliji ynatimi leme ve denstimi Organizasyonsl yaplanma

Giivenlik politikslanna ve standartlara wyum ve teknik uyum Kurum igi ve digt sbzlesme-anlagmalar

Giiwenlikle iligkili yasal yikimliliklere uyum Bilgi warkklzmnn korunmsas:

Ig strekliigi yonetimi Bilgi varkklan sinflandirmas:

Bilgi sistemizr olzs anzs ve kesinti yinstimi Bilgi warkklan rick dejeriendinme

Bilgi Siztemieri giivenlik ihlafi ySnetimi Bilgi giiveniii farkindsbk ve afitimi

Bilgi sistemier gelistirin

Bilgi giivenlii roller ve sorumiuluklar

A erigimi giiveniiji

zmler e verilen erizim givenidi Fizikzal givenlik

Bilgi iletisim ortamizn givenhiji Kurwmn dige kigiler- fiziksel giiveniik

Zararh yanbmilara kargy giveniik o . . Ekipman ve tzchizat givanlifi
Oiperasyonel bilgi sistemi givenlig
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Kurumun Bilgi Giivenligi Yonetimi Genel Seviyesi : Ortalama Seviyede
Kurumunuzun bilgi giiven htiyaci : Orta Diizeyde

Bilgi giivenligi yonetim seviyesi grubunuzdaki ortalama diizeydedir.
Buna gore asadidakiler énerilmektedir:

o Bu seviyeyi korumak ve iyilestirmek igin; kurum farkindalik ve bilinglilik seviyesinin yiiksek tutulmasi ve sirekliliginin saglanmasi. Bunun igin yonetimi ve tim
calisanlari kapsayan kurum igi interaktif editim-galistaylar yapiimasi.

e Radar grafigi ve degerlendirme sonuglarina gére; iyilestirimesi gerekli hususlarin belirlenmesi, gézden gegirme ve iyilestirme calismalari yapimasi. Bunu
yaparken, uluslararasi standartlari (6rnegin; ISO/IEC 27001 veya kurumun yasal olarak uymasi gerekli benzeri standartlari) dikkate almak yol gosterici
olacaktir.

e Grubunuzdaki ideal seviyeye ulasmanin hedeflenmesi.

Bilgi Giivenligi Yonetimi Degerlendirme Karnesi:

Bilgi Giivenligi Yonetimi — Konu Bagliklar: Seviye

1 Bilgi Giivenligine Kurumsal Y aklagim Ortalamadan Diisiik Seviyede
2 Bilgi Varliklari Glivenligi Y dnetimi Ortalamadan Diisiik Seviyede
3 insan Kaynaklari Giivenligi Y énetimi Ortalama Seviyede

4 Fiziksel ve Cevresel Giivenlik Y énetimi Ortalama Seviyede

5 Haberlegsme ve Bilgi-lletigim Sistemleri lsletim Y énetimi Ortalama Seviyede

6 Bilgi Sistemleri Erigim Kontrol, Gelistirme ve Bakim Y 6netimi Ortalama Seviyede

7 Bilgi Giivenligi inlali Olay Y &netimi ve Is Siirekliligi Y dnetimi Ortalama Seviyede

8 Bilgi Giivenligi Uyumluluk ve izleme Y netimi Ortalamadan Diisiik Seviyede

Bilgi Giivenligi Yonetimi - Hususlari Seviye

1 Bilgi glivenligi politikasi Ortalamadan Diisik Seviyede
2 Organizasyonel yapilanma Ortalamadan Diisiik Seviyede
3 Kurum igi ve dig1 sézlesme-anlasmalar Ortalama Seviyede

4 Bilgi varlklarinin korunmasi Ortalamadan Disiik Seviyede
5 Bilgi varliklari sinflandirmasi Ortalama Seviyede

6 Bilgi varliklari risk degerlendirme Ortalama Seviyede

7 Bilgi glivenligi farkindalik ve egitimi Ortalamadan Diisiik Seviyede
8 Bilgi glivenligi roller ve sorumluluklar Ortalama Seviyede

9 Ise alinan ve ayrilan personel — giivenlik hususlari Ortalama Seviyede

10 Fiziksel glivenlik Ortalama Seviyede

11 Kurum dis1 kisiler- fiziksel giivenlik Ortalama Seviyede

12 Ekipman ve techizat glvenligi Ortalama Seviyede

13 Operasyonel bilgi sistemi glivenligi Ortalamadan Diisiik Seviyede
14 Zararli yazilimlara karsi glivenlik ideal Seviyede

15 Bilgi iletisim ortamlari glivenligi Ortalamadan Diisiik Seviyede
16 Bilgi sistemleri ve verileri erigim giivenligi Ortalama Seviyede

17 Ag erisimi glivenligi Ortalama Seviyede

18 Bilgi sistemleri gelistirimesi ve bakimi Ortalama Seviyede

19 Bilgi Sistemleri giivenlik ihlali yonetimi Ortalama Seviyede

20 Bilgi sistemleri olasi ariza ve kesinti yonetimi ideal Seviyede

21 Is stirekliligi yonetimi ideal Seviyede

22 Guvenlikle iligkili yasal yukimitliklere uyum Ortalama Seviyede

23 Giivenlik politikalarina ve standartlara uyum ve teknik uyum Ortalama Seviyede

24 Bilgi glivenligi yonetimi izleme ve denetimi Ortalama Seviyede
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